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Executive Summary
M

any news outlets declared 2014 to be “The Year of the Breach,”
especially for government. The title seems appropriate. Last year,
the U.S. Postal Service (USPS), the Nuclear Regulatory Commission, the
State Department, and even the White House fell victim to successful hacks
that resulted in sensitive information being exposed to adversaries and the
public.
And that’s just the beginning. Nearly every state experienced a government
network breach during 2014, while simultaneously managing disruptions
in commerce caused by hacks of companies such as Home Depot, Staples,
and Target. Even localities were not exempt — Rapid City, N.D., and Napa,
Calif., are just two cities whose websites were hacked.
Nevertheless, maybe we should reconsider that title and be a little more
optimistic. Instead of “Year of the Breach,” can we consider 2014 to be the
“Year of Lessons”? Maybe the “Year of Progress”?
While government-at-large certainly faced setbacks in the cyber world,
many agencies also took great steps toward security. At the federal level,
commitments were made and plans drawn to better equip smaller entities
with the resources and strategies necessary to protect their networks. Locally, many organizations created new partnerships and streamlined their
internal systems to achieve greater security at less cost.
This guide explores how local, state, and federal governments have learned
from successful attacks of the past to bolster their cybersecurity today. In
this guide, we:
•

Describe the level and impact of advanced cyberattacks on government agencies.

•
to mitigate risk.
•

Provide two case studies from government to illustrate each tactic
in action.

•

Detail lessons learned from these government tactics.

The numerous cyber incidents of last year prove there is still more government must do to secure our nation’s networks. However, the case studies
in this guide highlight that innovators in the public sector are already
leading the way to enhanced cybersecurity.
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THE CYBERSECURITY LANDSCAPE
o f

g o v e r n m e n t

the

THREAT

782%

61%

INCREASE IN
CYBER THREATS
to federal agencies between 2006 - 2012

the

IMPACT

per lost or breached record
for government agencies

25

in technology and policy who predict a
major cyberattack causing widespread
harm will occur by 2025

ANNUAL COST

of cybercrime to the world economy (estimated)

MILLION

50

800
THOUSAND

MILLION

Social Security numbers
compromised in a 2012
breach of the Utah
Department of Health

people in North America
without power for as long
as four days after an
August 2003 cyberattack
on the electrical grid

employees who had their
personal information
exposed in a 2014 hack of
the U.S. Postal Service
system

Social Security numbers
exposed in a 2012 data
breach of South Carolina’s
Department of Revenue

RESPONSE
$65,000,000,000

FOUR

Expected amount to be spent on U.S. cybersecurity
contracts between 2015 and 2020, according to
federal budget projections

$14,000,000,000
2016 budget for cybersecurity — a 10% increase
from 2015

$35,000,000

Cost of the new Cyber Threat Intelligence Integra-

$2,000,000

Amount up for grabs in DARPA’s Cyber Grand
Challenge, which is designed to accelerate development of automated security systems
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OF EXPERTS

$400+ BILLION
$194
AVG. COST

the
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reported by federal agencies to
the U.S. Computer Emergency
Readiness Team in 2013

THOUSAND

182

THOUSAND
and the Children’s Health
Insurance Program who
had their personal
information stolen

46,160

CYBER
INCIDENTS

50%

BILLS PASSED

related to cybersecurity, by the
113th Session of Congress (2014)

65

average number of pages in
a federal agency’s cybersecurity strategic plan

19

number of times “cyber” is
mentioned in Obama’s National
Security Strategy released in
February 2015, including in its
own sub-section

of federal agencies make no mention of
cybersecurity in their Government Performance and Results Act strategic plans

37%

6

of cyber intrusions go
undetected by federal
civilian agencies

6,000

number of people
projected to work at the
Defense Department’s
Cyber Command when it

types of

CYBERATTACKS
MALWARE

APPLICATIONLAYER ATTACK

An attack that causes fault in a server’s
spyware that monitors user activity and
ransomware that holds data hostage

DISTRIBUTED
DENIAL OF SERVICE

attack to bypass normal access controls to gain
increased access to a system

INSIDER THREAT

executed by sending such high volumes of
becomes overloaded and inoperable

ADVANCED
PERSISTENT THREAT
that allows an individual to enter and occupy a
network for an extended amount of time in
order to monitor or extract data from the target

STRUCTURED QUERY
LANGUAGE INJECTION
An attack that alters a database search in a

PHISHING

An attempt to extract sensitive information
or websites

SPAM
information

obtain unauthorized access to sensitive
information in a database

types of

HACKERS
INADVERTENT
INSIDERS

Employees or contractors for an
organization who compromise agency
security through unintentional misuse of
cyber systems

CYBER CRIMINALS
monetary gain

STATE OPERATIVES
nation-states via cyber networks

MALICIOUS INSIDERS

TROLLS

external individuals

without damaging or exposing information
for the sake of receiving recognition or
expressing malice

HACKTIVISTS

WHITE HAT HACKERS

Employees or contractors of an organization
who intentionally expose government

personal beliefs to expose or deface cyber
networks of perceived opponents

SOURCES:

Individuals who expose weaknesses in cyber
systems for their private or public sector
employers in order to remedy vulnerabilities
before external hackers attack
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Protecting Networks with
Next Generation Firewalls
An interview with Ken Karsten, Vice President of Federal Sales at Intel Security

B

ecause government serves citizens, agencies cannot achieve their
the network, and then from outside back into the network. And it does
this based on a port and a protocol,” he explained. “But what a traditional

though, that organizations must have the policies and technologies in
protocol is.”
appropriate use.

As the number of protocols exponentially multiply, it becomes easier for

To understand how the public sector can achieve this network governance,
we spoke with Ken Karsten of Intel Security, a security solutions provider.
He explained how network administration is changing and why those
ongoing security.

CHANGES IN NETWORK ADMINISTRATION RISK
SECURITY

so you can ensure what it is, what application it’s using, and which user
is executing it,” said Karsten. “It gives you a lot more granularity in policy,
providing you a lot more visibility and security.”

First, Karsten explained that agencies are moving toward multi-disciplinary

What’s more, Karsten explained, “You can even go beyond that, to not only

in a lot of manufacturing environments. But as quality went up, we started
including that quality assurance in the regular manufacturing process. I
think inevitably you’re going to see the same with security. It’s going to be a
part of the intrinsic networking responsibility and IT environment,” he said.

if there are any intrusions or misuse or even viruses in that application

As a result, “Security people are going to require a better network understanding, and network people are going to require a better security understanding as [security solutions] are bolted in,” Karsten added.
Second, Karsten said the transition of many agencies to cloud-based platforms will change the way networks are managed: “As you outsource to the
cloud, many functions are being taken on by the cloud providers. Internally,
administrators no longer need quite the breadth of technical capability to

stringent policies regarding use and access. “The neat thing about a next
but it also allows you to segment your network a little better. If you understand the internal environment — the applications that reside there and
the users that are accessing those systems — you can create system-level
access based on user,” said Karsten.
cess an application that they shouldn’t not have access to, I can immediate-

systems and capabilities.”
“But what they will need is the ability to make decisions on what they want
to allow or not allow, and how they want to leverage their technology and
applications to drive their business objectives and their mission,” said
of agency systems will naturally increase.

NEXT GENERATION FIREWALLS CONFRONT NEW
CHALLENGES

At the same time they segment their networks, agencies can also consoliality. “It is both networking technology with security technology, housed
in one form, factored both from a software perspective and a hardware
perspective, even if it’s virtual,” said Karsten.

cluded, “Consolidating those features and functions lowers the total cost of
an enterprise to implement a solution. It also raises the level of security by

security and network administration functions, requires agencies to adopt

Securing Government: Lessons from the Cyber Frontlines
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TACTIC #1:

Re-Secure the
Sign-On Process
NIST AND DOD OFFER NEW WAYS FOR USERS TO
ACCESS GOVERNMENT SERVICES

CONNECT.GOV
V

erifying the identity of a user before they log in to a secure system
is a necessary part of any cybersecurity strategy. However, when

individual user accounts, overarching security can actually decrease. Why?
Put yourself in the position of a citizen who routinely accesses multiple
government services online. If you have to create unique passwords, sea way to ease your burden. You will probably create passwords that are
similar or easily recallable. You’ll also probably write them down to make
sure you don’t lose track of them. You might even create security questions
that explicitly state your credentials, just to make it easier to get into the
system and execute your tasks.

These credentials will be organized and managed by a USPS tool called
the Federal Cloud Credential Exchange (FCCX). USPS describes FCCX
as a “software middleman,” because it will not use the credentials for USPS
alone. Instead, other federal agencies can access and use those credentials
to verify the identity of citizens accessing digital government services.
Currently, the pilot program is being tested at a small number of agencies,

If login and credentialing procedures are cumbersome, users are more
likely to create shortcuts to simplify the process. Unfortunately, those
shortcuts compromise security by making it easier for hackers to obtain and leverage user identities. To help users and mitigate the risks of
negligent accounts, government organizations are attempting to re-secure
the sign-on process. Some are working to streamline the user experience,
while others are doing away with passwords altogether. The two case
studies in this section illustrate these tactics.

to have the platform run on every secured government form and website.
If that goal is achieved, citizens and agencies can expect immediate bene-

CASE STUDY #1: CONNECT.GOV

Participating agencies will be able to easily verify users’ identity by checking

The National Strategy for Trusted Identities in Cyberspace (NSTIC) program
redesigning the way online government services are accessed. But rather
than creating a single new tactic, NSTIC is acting as an idea hub by awarding grants for pilot projects that creatively authenticate digital identities.

6

Connect.gov, an initiative
and portal focused on streamlining the access and credentialing process
for citizens using government digital services. Rather than requiring unique
passwords and biographic information, Connect.gov will pull credentials
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Users will be able to access multiple agencies using a single set of credentials,
er experience. It also makes it easy for users to securely maintain their online
identity, because they have only one set of credentials to manage.

create a holistic identity management system because all of their user
accounts will become standardized and centralized through Connect.gov.
Finally, agencies can expect to spend less on endpoint security, because
FCCX will bear the burden of maintaining credentials.

COGNITIVE
FINGERPRINTS

CASE STUDY #2: DEPARTMENT OF DEFENSE
COGNITIVE FINGERPRINTS
to securing login procedures for civilian and military personnel. During a
department exercise, DoD’s own cyber operatives — called “red teams”
internally — were able to steal and use personnel’s passwords to hack into
defense networks with relative ease. This successful breach exposed a key
vulnerability and emphasized the need to bolster the agency’s credentialing protocols.
Michael
, “Running a system today that relies on passwords is as
reckless as driving a car without brakes or headlights.” Therefore, DoD has
set a goal to eliminate password-based authentication protocols from its
security procedures.

Habits such as typing speed, mouse cursor movements, and even typographical errors will be discerned and assigned to individual users. Once a
a person interacts with the system, either on a desktop or mobile device, in

Naturally, some privacy concerns are associated with the initiative
way they would be asked to create a password. However, DoD hopes the
easier transmission of encrypted information — will ultimately outweigh
concerns.

Initially, the agency worked to establish a public key infrastructure (PKI),
which ties user identities to certain domains rather than to passwords
cable to every technology system within the DoD wheelhouse. PKI also
can’t be used for interactions with private citizens untied to government
domains. In those instances where PKI can’t be leveraged, passwords still
reigned supreme — until now.
ties and fully replace passwords. Through a multimillion-dollar partnership
can be established by analyzing the way users access information.

Securing Government: Lessons from the Cyber Frontlines
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BIG DATA
ANALYTICS

CLOUD
COMPUTING

CYBER
SECURITY

DATA CENTER
MODERNIZATION

MOBILITY & END
USER COMPUTING

NETWORK
MODERNIZATION

SECURE SOLUTIONS, SO AGENCIES
CAN REST ASSURED
Government Acquisitions, Inc. (GAI) is a small business IT value-added reseller with 25+ years of experience.
From fighting ATAs/APTs, to enhancing mobile security, to managing governance and risk – a mission mindset
is in our DNA.
We work side-by-side with Federal IT teams and

Dedicated DNA. Mission Mindset.

industry-leading OEM partners to modernize,
optimize, and deliver unparalleled support.
Detect and Prevent. Enhance Security. Manage Risk.

Learn More About GAI’s Cyber Solutions:
http://gov-acq.com/solutions-capabilities/
cyber-security or call 513-721-8700.

Featured Partner
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Crafting Holistic Insider
Threat Protection

I

n addition to risking national security, insider threats are a serious

matter what the mission, every agency has high target assets that could
be compromised. But how can an entire government network be secured
against internal threats?
In a recent interview, Prem Jadhwani of Government Acquisitions, Inc. (GAI),
their current risk. Then, they should deploy a comprehensive, continuous
monitoring program.

IDENTIFY INSIDER THREAT RISKS
understand their critical assets, unique risk, and risk appetite. “Most of the
time, people have the feeling the bad guys are going to come from outside,
but they don’t realize that there may be high-risk insiders who have certain
behavioral patterns that are not being recognized,” Jadhwani said.
Agencies must scrutinize the behaviors of insider threats, in order to
develop a set of actionable indicators for cybersecurity teams. Jadhwani
terns that most companies already monitor to some extent. This includes
digital log records that track employees’ online activity.

they should not be touching? Do they have a need to know? And are they
downloading or printing that data? Are they sending data to their personal
emails? That’s the digital trail, or virtual path, we look for,” said Jadhwani.
The other side is non-virtual--what Jadhwani calls “people-centric”--that focuses on human behavior. Potential indicators of an insider threat include
expressions of frustration or compulsive behavior, a tendency to work
on-site or remotely at odd hours, signs of vulnerability such as drug abuse,
and unexpected wealth acquisition or foreign travel.
Both virtual and non-virtual factors have to be monitored carefully over
time, but this is no easy task. “You are collecting lots of structured and
unstructured data and you need a way to be able to correlate that data

better served to look for a pattern of behaviors that will help you identify a
potential insider threat,” said Jadhwani.

Once behavioral patterns are captured and analyzed, “normal behavior”
baselines should be set. Then, deviations from that norm can alert your
security team to potential threats in real-time using an integrated solution
approach.

DEPLOY INTEGRATED SECURITY SYSTEMS

In order to establish this monitoring and alert system, Jadhwani said
agencies will need more than just technology. “A lot of customers I speak to
threats. However, I disagree with that,” he said.
Instead, Jadhwani recommended taking a multi-faceted approach that he
calls “PPTTC,” for policies, procedures, technology, training, and continuous
monitoring. The idea of this comprehensive approach is not just to detect
threats within your agency, but to deter them.
“From Government Acquisition’s perspective, we are a full set solution
provider,” said Jadhwani. “What that means is we start by gaining an understanding of a customer’s environment, their tools, and their policies. And
then we look at technology. But remember, none of the tools can do all the
work alone. It’s not about putting one tool here and one tool there. What
you need to look for is a fully integrated and correlated solution architecture that spans multiple layers of security.”
Training is another important component of this approach, Jadhwani said.
Mandatory training modules that already take place in most agencies
training is also necessary so that tools, such as the monitoring dashboard

ing software] collects, indexes, and visualizes the complete structured and
unstructured data streams into one single pane which allows you to set
your own rules and key performance indicators on a dashboard,” Jadhwani
explained. “It allows you to take real-time action before the damage is
they can understand the infrastructure gaps, help provide valuable market

approach that is both meticulous and comprehensive. With the help of solutions providers such as Government Acquisitions, agencies can achieve this

Securing Government: Lessons from the Cyber Frontlines
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TACTIC #2:

Empower End Users
STATE AND DOD TEACH THEIR EMPLOYEES TO TAKE
SECURITY IN THEIR OWN HANDS

CYBERSECURITY
ONLINE
LEARNING

W

hen we think of cyberattacks, we often
imagine devious external forces trying

Press (AP) analysis of breaches suggests that up to 50
percent of federal cyber incidents are the result of misuse
by employees or contractors who already have access to government systems. That means that agencies have a substantial opportunity to
sensitive information.
Empowering end users is a dual objective for government agencies. First
and foremost, organizations must equip employees with personal best
practices for safeguarding information. Additionally, user empowerment
requires giving employees the knowledge and tools to prevent other users
from endangering the organization’s cybersecurity. The following case
studies explain how two federal agencies have addressed these challenges
by providing online training and tools to their employees.

CASE STUDY #1: STATE DEPARTMENT
CYBERSECURITY ONLINE LEARNING

While all government employees are required to undergo basic security
training, the constant evolution of cyberthreats means that education
must continue beyond orientation. Consequently, the State Department
produces an ongoing series of online workshops designed to supplement
employees’ FISMA-mandated security training.

10
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Called Cybersecurity Online
Learning (COL), the series provides
detailed information to empower
users — both at State and in other
federal government settings — to protect their organizations. Because trainings take place in a virtual environment,
they can be accessed from any location.
If watched live, users can ask questions and
interact with presenters during the demonstration.
sion, to ensure maximum accessibility for government users.

covers a wide variety of cybersecurity topics, ranging from basic cyber

And in addition to training on evergreen topics, the State Department also
department launched a special workshop detailing how cyber criminals
target gift givers with false gift card and charity scams in order to solicit
bank account information. That sort of timely information ensures users
are alert and able to recognize unique threats as they arise.
Moreover, COL varies its content to appeal to a wide audience, including
employees working at any level of government and with any level of IT
knowledge. For novice users, programs like “International Advanced
Persistent Threat” increase awareness by providing an overview of basic
cyber strategies. For more tech-savvy employees, workshops like “Tracking Hackers” discuss advanced tactics to thwart cyberattacks. Each course
outlines the knowledge and skills required for participation so that potential users know which training is most appropriate for their level.

INSIDER
THREAT
TRAINING
Finally, trainings vary in format to complement user needs. Some presentations provide straightforward explanations of concepts, while roundtable
discussions provide thought leadership and workshops provide hands-on
tutorials. Therefore, users aren’t relegated to one learning mode as they
seek new information about cybersecurity.

CASE STUDY #2: DEPARTMENT OF DEFENSE
INSIDER THREAT TRAINING

Of the cybersecurity breaches scrutinized in AP’s 2013 analysis, 6 percent
were attributed to employees or contractors who intentionally distributed
government information to outsiders. These malicious insider threats are a
unique challenge for agencies because both the warning signs and method
tinize.
To detect insider threats before they occur, it’s necessary to recruit
to recognize and assess changes in behavior that may indicate an insider
threat because they are aware of standard procedures associated with

threat achieved. In addition to familiarizing personnel with the tactics of
malicious insiders, these showcased incidents impress the importance of
threat mitigation by detailing the consequences of insider threats.
After explaining insider threats, the course describes actions employees
can take to proactively report and deter malicious insiders. Throughout the
course, personnel are given scenario-based questions to test their retention of indicators and counter tactics. This training mechanism is crucial to
ensuring that educated personnel are empowered to act once threats are

Furthermore, to guarantee that employees are supported in their prevenDoD Insider
Threat Program, announced in September 2014. The new strategy is
dedicated to synchronizing smaller programs across DoD’s many dein a streamlined environment. It will certify that suspected threats are
investigated by consistently monitoring and auditing source information for
follow-up.
DoD is creating a holistic program to combat insider threats, because it

Recognizing this need for education, DoD’s Center for Development of
Security Excellence created a course for military and civilian personnel,
contractors and volunteers regarding insider threats. “Insider Threat
Awareness” takes an hour to complete and emphasizes the motto, “If you
see something, say something.”

ployee to be on alert for potential malicious insiders and then provided a
framework in which employees can voice their concerns.

The program begins by explaining the nature of insider threats — who
commits them and for what possible reasons. It then showcases a series of
real-world examples of internal breaches, highlighting the implementation
of the attack, what led to its execution, and what outcomes the successful

Securing Government: Lessons from the Cyber Frontlines
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Supporting Insider Threat
Identification with
Continuous Monitoring

T

he risk of insider threats isn’t anything new – recent breaches like
WikiLeaks and Edward Snowden’s exposé highlight the extreme risk
of these types of security issues. However, Chris LaPoint of SolarWinds, an
IT management and monitoring software provider, said that nevertheless,
agencies are continuing to overlook insider threats when creating their
cybersecurity strategy and technology architecture.

PRIORITIZE CYBERTHREATS

“If you look at where most agencies’ budgets are aligned and where visibilisaid LaPoint. “One of the biggest risks is that there’s so much focus around
the external that people are forgetting about the internal. The conversation needs to consider all types of substantial threats and do so from both
a tools and budget perspective.”
According to a recent survey on cybersecurity threats by SolarWinds and
enough on the topic, cybersecurity personnel do recognize the risk of
careless and untrained insiders as the greatest source of IT security threats
at their agencies. More than half of respondents also said they believed the
damage caused by malicious insider threats could be the same or greater
than that caused by external threats.

on a link and inadvertently created an issue inside the network, that could
lead to an inability to actually perform agency functions. That is a huge
risk,” said LaPoint.
“For external threats, you’re obviously trying to keep the bad guys out of
your networks, whereas internal threat prevention tactics tend to focus on
training,” he added. “But the common tactical thread for both is the ability
to understand who, what, when, and where suspicious activity is taking
place across the entire network.”

DEPLOY INTEGRATED SECURITY SOFTWARE

Network monitoring is performed at many – if not all – agencies. However,
LaPoint said that too often we only see compliance and security audits performed on a periodic basis – maybe twice a year – when monitoring should
be continuous. “Agencies need to implement tools that allow for continare performed on an ongoing basis,” he said.
SolarWinds’ software provides the necessary tools to monitor and secure
agency networks. These tools span three categories. First, “User and

connecting to that network, where they’ve been, and what device they are
using to connect, allowing for quick detection of any rouge devices that are
connecting to the network,” said LaPoint.
To consolidate this information, “Security information and event mansystems, devices, and security appliances throughout a network,” LaPoint
explained. These capabilities alleviate the burden on agencies to independently capture and organize security data.
Then, “IP address management software helps IT understand where there
-

REAP ADDITIONAL BENEFITS

“Continuous monitoring software allows IT pros to take a more proactive
and persistent approach in the same way that attackers are taking more
advanced, persistent approaches to getting into the network,” LaPoint said.
Agencies can move beyond simply responding to threats by consistently
monitoring behavior for indicators of future insider vulnerabilities.
LaPoint also explained how this last feature could aid non-security focused
of security can actually complement what they’re already doing on the
operations side. The notion of being able to collect the data once and then
words, data collected with SolarWinds’ software can be used to strengthen
networks and operations at government organizations.
An integrated suite of monitoring solutions can help bridge the gap
between IT and security personnel – a division which often hinders cyber
strategies. “One of the things that we’ve really been trying to encourage
IT professionals within government to understand is the need for IT
operations and information security to work better together to reduce the
number of tools and amount of data they’re working with, while still understanding what’s going on,” said LaPoint.
The risk of insider threats has never been higher. For agencies to become
truly secure, they will require integrated tools that not only protect the perimeter of the organization but continuously monitor internal cohorts and
systems as well. Integrated software solutions are one way to consolidate
threats.

Securing Government: Lessons from the Cyber Frontlines
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PERSPECTIVE:

Cultivating a World-Class
Cyber Workforce
AN INTERVIEW WITH LT. COL. VALERIE HENDERSON,
SPOKESWOMAN FOR THE DEPARTMENT OF DEFENSE

challenge for government agencies. However, cyber threats are not going
to wait around for agencies to be ready, so it’s crucial for government to
get ahead of the curve. Focusing on process and technology can help
improve cyber preparedness and response, but those don’t mean much
without people. Evolving threats call for a similarly evolving workforce. But
what does this workforce look like? We spoke with Lt. Col. Valerie Henderson, spokeswoman for the Department of Defense (DoD), to get a better
idea about how the department is addressing the critical issue of cybersecurity personnel.

Currently, the Department is in the process of implementing the DCWS beginning with Focus Area 1, said Henderson. The DoD will publish a cohesive
the cyberspace workforce.
According to Henderson, the Department is also drafting a Cyberspace
Workforce Framework (DCWF) – a lexicon of cyberspace roles – as another
part of Focus Area 1. “The DCWF is the keystone to facilitate workforce
transformation,” she said.
To develop this framework, the DoD is leveraging the National Initiative
for Cybersecurity Education (NICE) Workforce Framework. “The NICE

knowledge, skill and abilities working in coordination with one another,”
professional.”
Clearly, many skills are needed, but for strategic direction, Henderson
explained that the DoD established the Cyberspace Workforce Strategy
(DCWS) in December 2013. The DCWS is outlined through six focus areas:

14

1.

Establish a cohesive set of DoD-wide cyberspace workforce
management issuances.

2.

Employ a multi-dimensional approach to recruiting.

3.

Institutionalize continuous learning with greater focus on
evaluating the maturity of skills.

4.

Retain

5.

Expand threat knowledge.

6.

Understand crisis and surge requirements and options.

A GovLoop Guide

The NICE Framework organizes cybersecurity into seven high-level “categories,” with each one divided into several “specialty areas.” Each specialty
complete those tasks. For example, the category “analyze” contains the
specialty areas of source intelligence, exploitation analysis, threat analysis,
and targets. To break it down even further, the specialty area of exploitation analysis requires the task of, “Analyz[ing] collected information to
identify vulnerabilities and potential for exploitation.”
“The DCWF will establish an additional level of detail by identifying cyber
work roles within each specialty area. This level of detail will enable DoD to
establish workforce requirements, produce consistency and applicability
of cyber skills and abilities, as well as promote a greater understanding of
cybersecurity responsibilities as technology advances,” Henderson said.
“The NICE Workforce Framework is currently limited to the cybersecurity
workforce, which will be published in policy, DoD Directive 8140 – Cyber-

-Lt. Col. Valerie Henderson
Department of Defense

space Workforce Management,” she said. “The

skill-categories (cyberspace IT workforce, cybersea sub-set of the intelligence workforce).”
By expanding the scope to address the entire DoD
cyberspace workforce, the DCWF will facilitate:
•

Career progression and assignment;

•

Human capital planning; and

•

Integration of cybersecurity responsibilities across the
full-spectrum of the cyberspace workforce.

Furthermore, she added, “The DCWF and the processes it enables will

cyber professionals.
Finally, as stated in the DoD Workforce Cyber Strategy, Henderson emphasized that the department must seek to foster an environment where
revolutionary innovation – enabled through cutting-edge technologies
– produces a world-class workforce ready to meet any and all cyberspace
challenges.

Securing Government: Lessons from the Cyber Frontlines

15

ONE UNIFIED DEFENSE
AGAINST CYBER ATTACKERS
T day’s cyber attac are tar
s phisticated and
sed
acquiring y
st sensiti e
in
at . They als g
detected by tradit al security te
gy.
need t reimagine security and ad pt a
t
s Threat
tect
del.
This means ha g the ability t detect threats in real-time and reduce time t esp
thereby
pr enting
ing business impact. The FireEye Pl
pr des a multi ceted app ach
t security – detec pre
DETECT
erages

PREVENT
Multie

ANALYZE
n

RESPOND
er
and impr

www.FireEye.com
16

© 2015 FireEye, Inc. All rights reserved. FireEye is a registered
trademark of FireEye, Inc. All other brands, products, or service
names may be trademarks or service marks of their respective
owners.

A GovLoop Guide

Reprioritizing to Enhance
Cyber Capabilities

T

hough government spending on cybersecurity continues to increase,

FireEye, a security solutions provider, explained why allocation of security
steps to enhance cybersecurity strategies.

UPGRADE YOUR TECHNOLOGY

tures and move to a much more advanced type of architecture to deal with
the advanced cyber threats targeting agencies,” said Lentz. “We can no

Simply put, legacy technology cannot meet the challenges of new menaces.
“We are still focusing on what I would call ankle-biting attacks, and we’re
spending a disproportionate share of our resources on instrumentation to
deal with these low level threats. But it’s the more advanced attacks that

tive systems is because they are too focused on regulatory compliance.
“You might check a box that says you have to have identity management or
access control. You check that box and you walk away saying, ‘Well, I’ve met
the spirit of the law.’ In fact, it could be a very weak form of access control
that does not adequately address an organization’s threat environment.
And unfortunately, this compliance mentality is creating a major gap where
you’re not really putting your best instrumentation and capabilities in
place.”
Instead of following regulations alone, agencies should invest in technologies that address their vulnerabilities. But before they do that, they have to
assess their current state.

TACKLE YOUR VULNERABILITIES

“Priority number two is there needs to be very serious attention at the
senior levels on regularly assessing your cyber readiness to deal with
these attacks,” said Lentz. “And that will result in having senior level
oversight and, therefore, a corresponding increase in budget to be able
to deal with those threats.”
This oversight and budgeting should be dedicated to assessing current
capabilities. “Agencies have to be much more rigorous in deploying red
teams of their networks to assess their vulnerabilities,” said Lentz. “If you

constantly test yourself, you’ll be able to know if you can contain these
attacks and prevent them from getting to the crown jewels and causing

At the same time, “You have to understand where your most important
assets are,” continued Lentz. “I think [agencies] will quickly come to the
conclusion that even though they may be meeting these compliancy
I think you really need to look deeper inside your network and shift your
resources around.”

STRENGTHEN YOUR SECURITY TEAMS
He again related this need to inherited architecture problems. “What we
have found is that we have a lot of these legacy capabilities that are pretty
much taking over enterprises and, in fact, they’re actually increasing the
complexity of managing threats,” he explained. “It’s actually making the
manpower and human resource problem much more weighty than it really
needs to be.”
Therefore, “The third priority is to focus on training the workforce and to
leverage automated tools so that this workforce can focus on the increasing number of sophisticated, complex attacks,” said Lentz.
As agencies transition technologies, they must also ensure they provide
the necessary training to network administrators. “If you look at the
breaches that are occurring, in some cases they’ll have instrumentation
that is pretty good, but they’re just not using it right,” said Lentz. Increased
focus on personnel education can ensure technology investments aren’t
diminished by inappropriate use.
In addition to training for manual tasks, security should also be automated
whenever possible. “Increased automation will allow you to make up for a
lot of the talent gap,” explained Lentz. “It will let you quickly sift through the
noise, to look for those attacks that are going to be the most lethal. And
then when there are attacks that are successful, you can more quickly stop
them from having serious impact on your enterprise.”
Lentz concluded, “You need to look deeply inside your network,
re-architect your priorities, and invest in the right things. If you can do
that, you’ll implement the right techniques that will allow you to more

Securing Government: Lessons from the Cyber Frontlines
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TACTIC #3:

Partner with Others
DHS AND STATE GOVERNMENTS POOL KNOWLEDGE
AND RESOURCES TO ENHANCE SECURITY

NATIONAL
GUARD
PARTNERSHIPS
N

cybersecurity, there will always be more that you can do to secure
your organization. Simply put, the exponential growth in the number and
complexity of cyberattacks means that there will always be a new threat
requiring new counter tactics.
Unfortunately, agency budgets cannot ceaselessly expand as threats arise. This
is especially true for state and local governments, whose smaller budgets and
workforces are already strained to maintain a holistic security organization.
That being the case, agencies must shore up resources outside their four
walls in order to constantly enhance their cyber toolset without dedicating
more resources. By partnering with both public and private sector entities,
government agencies can learn from others, share resources, and ultimately bolster their defenses. The two case studies in this section examine
how government organizations on the state and national levels are using
partnership models for security.

CASE STUDY #1: NATIONAL GUARD
PARTNERSHIPS IN WASHINGTON AND MICHIGAN

Washington and Michigan are just two states that have endeavored in
recent years to strengthen their network defenses with help from federal
entities. But what sets these two states apart from their larger cohort is the
means by which they coordinate with the higher level of government. Both
states have partnered with their local National Guard.

sector. Finally, both face cyberattacks that target secure networks with
constantly evolving tactics.

that, by partnering with federal agencies, they might learn common best
practices while simultaneously supplementing their limited resources. So
why not go directly to the federal government for support?
This is where the divide between state and federal becomes more evident.
While the CIO reigns supreme at the state level of cybersecurity, there is no
one-stop-shop for cyber on a federal level. The Department of Homeland
Security (DHS), the Federal Bureau of Investigation (FBI), and many regu-

from myriad intelligence, security, and defense agencies.
Enter the National Guard. The force’s particular organizational structure
and expertise in security make it an ideal partner for states hoping to reap

The National Guard occupies a unique position in the hierarchical structure
of government, because the federal and individual state governments dually employ the military force. As a result, the force already has the channels
in place to coordinate with both government levels, making it the perfect
already established communication channels to better access federal
information.

However, both levels of government face many similar challenges too. For
across numerous departments to secure the entire organization. Both
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In addition to being the ideal link between state and federal government,

coordination mechanisms with disaster response agencies at both levels

DHS C

3

traumatic attack on a state’s cyber system. Moreover, the National Guard

•

Coordinating
national cybersecurity resilience.

practices, analyze states’ cyber vulnerabilities, and even run cyber exercises
for state systems.

Put less alliteratively, the program is meant to merge local agencies and
provide a coordinating structure for that partnership.

time in fall 2013, while Michigan’s Guard partnership continues to focus on
more, the partnerships have encouraged other states — most recently
New Jersey and New York — to consider how their National Guard can
provide support for state cybersecurity.

CASE STUDY #2: DEPARTMENT OF HOMELAND
SECURITY C3 VOLUNTARY PROGRAM

Even an agency as dynamic and robust as DHS can’t secure every component of our nation’s critical infrastructure from cyberattacks. In 2013,
Executive Order 13636 drew attention to this fact and also established
expectations for how DHS could better ensure the ongoing protection of
physical and virtual U.S. assets. The order stated, “We can achieve these
goals through a partnership with the owners and operators of critical infrastructure to improve cybersecurity information sharing and collaboratively
develop and implement risk-based standards.”
DHS answered this mandate by creating the Critical Infrastructure
Cyber Community C3 Voluntary Program. “C3” (pronounced C-cubed) is
a nod to the three objectives of the program, outlined by DHS:
•

Converging critical infrastructure community resources to support
cybersecurity risk management and resilience through use of the
[NIST Cybersecurity] Framework;

•

Connecting critical infrastructure stakeholders to the national resil-

As the name indicates, participation in C3 is voluntary. However, organiimmediate access to multiple federal cyber resources and exposure to
best practices from industry leaders and state and local governments.
The program focuses on three activities. First, it helps smaller agencies
and large organizations implement the NIST framework by proactively
Second, it creates a coordination point so that private organizations can
to navigate multiple agencies. But in the true spirit of partnership, DHS also
cyber defense mechanisms.
As stakeholders implement federal guidelines, DHS asks program voltactics work in the real world, why they don’t in some cases and, most
importantly, what DHS can do to better safeguard the nation’s cyber
participant — private sector organizations, state agencies, and DHS — to
protect the nation’s critical infrastructure from cyberattacks.
As DHS becomes more adept at coordinating among critical infrastructure
stakeholders, it hopes to widen participation in the C3 Voluntary Program
to include businesses of all sizes and any agencies involved in critical infrastructure cybersecurity.

and awareness; and

Securing Government: Lessons from the Cyber Frontlines
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PERSPECTIVE:

The Balancing Act of
Performance & Security
AN INTERVIEW WITH DAVID L. STEVENS,
CHIEF INFORMATION OFFICER OF MARICOPA
COUNTY, ARIZ.

W

ith limited funding and resources, how can local governments
combat the wide array of sophisticated cyber threats? If major
corporations and federal agencies are vulnerable, where does that leave a
municipality?
We sat down with David L. Stevens, CIO of Maricopa County, Ariz., to gain
insight into how his county and other localities can face this challenge and
keep their networks secure. Key takeaways involved planning, automating,
and measuring your cyber strategy while simultaneously ensuring it’s not
an impediment to public operations.

PLANNING AND AUTOMATION

No matter what level of government you secure, breaches will inevitably
occur. Stevens understands this and, accordingly, has established a response plan to address them.
“For us, when laying the foundation for our cybersecurity strategy, a real
priority was placed on our incident response plan,” he said. “I believe it
is a fundamental need that transcends the particular sector or business
you operate in and government is no exception. Additionally, working with
of professionals was essential for aligning services and risk and security
management to our business.”
A key component of cybersecurity operations is automation. Automation
uses behavior-based analytics to automatically block certain attack types
inline before they are able to circumvent network-based controls. Moreover, the correlation of events is necessary using Security Information and
risk for systems that have been attacked and are known to be vulnerable
to such attacks.
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“These software packages are capable of automatically responding to
potential threats as opposed to waiting for some sort of a manual intervenvalue in terms of blocking threats as well as freeing up resources to spend
more time, not reacting, but rather being proactive and in the hunt.”

and derail attacks before execution. “We have deployed Threat Emulation
technology inline, so that it automatically stops malware from calling back to
the Internet,” said Stevens. “This is in opposition to what Target did, which is
to detect the threat and then attempt to respond with a human being.”
lates,” them in secure, virtual “sandboxes.” This inline deployment stops the
tem for any other similar threats and avoid them in the future.

SECURING WITHOUT DISRUPTING

Keeping your network secure is obviously a key objective for a CIO, but
security can’t be so strict or complex that it creates a burdensome system
for public employees.
“Deploying automated response technology was a risk decision given the
impact that many intrusion prevention systems cause in environments,
creating business issues, for example,” Stevens said. “This may present a
risk to users’ ability to execute day-to-day work.”

ease of business. By frequently consulting with the CISO and referring to
evaluates the amount of risk it’s willing to take.

-David L. Stevens
CIO, Maricopa, AZ

“A ‘hard stop’ to any seemingly vulnerable operations is not a good soluliability so that you can make an educated decision.”
Smart cyber strategy is also about developing clear expectations for employees, which helps reduce operational impediments. “The communication of the strategy to our employees and implementation of the technology has resulted in very few issues for users and the proactive mitigation of
some potentially serious threats,” Stevens said.
“We have also had great success in communicating to our users what
the core threats are: malware, advanced persistent threats, and denial of
service attacks,” he continued. “We have gone to great lengths to get as
many people as we can to understand those concepts, and it has resulted
in them helping us identify threats where our controls may fail.”

MEASURING EFFECTIVENESS

From a day-to-day operational perspective, Stevens utilizes dashboards the
CISO prepared that help visualize and prioritize threats. He then looks at
the most pressing, relevant threats and works with the security professionals to determine how many of those can be successfully dealt with by his
security operation center or trusted business partners.
“We set key performance indicators for the security operation center and
say, for example, out of 100 threats, you need to be able to respond to 95
of those within a determined period of time,” he said.
By focusing on cyber preparedness and leveraging technological solutions
that shore up personnel, Stevens highlighted how budget-constrained
governments can make the most of their scarce resources. And by making
network security a priority and an essential responsibility of everyone,
along with planning and strong cyber professionals, government operations can continue to function without limiting business operations.

Communication, preparation, and automation are a few fundamental
aspects of a cybersecurity strategy. But with scarce resources, how do
you ensure that your strategy is working? What valuable metrics do your
solutions demonstrate?
“You need an honest assessment of your security operations, architecture,
and governance up front,” said Stevens. You can evaluate your system
you discover vulnerabilities, he suggested driving your investments and
strategies toward improving those areas.

Securing Government: Lessons from the Cyber Frontlines
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How
Pentagon
Can Tackle the Cyber Attribution Problem

Building Security into
Agency Performance
T

he IT landscape is more interconnected and complex than ever
before. The increasing number of initiatives involving telework, bringyour-own-device (BYOD) and the Internet of Things (IoT) allow for greater
serious cybersecurity risks.
So how can agencies stay secure without hampering performance and service delivery? We spoke with Gene Stromecki and Dmitriy Ayrapetov, both
from Dell SonicWALL, a network and security solutions provider, to learn
more about the increasing complexity of federal IT. They also discussed
why a holistic cyber approach is needed to stay secure and how solutions
from Dell SonicWALL can help your agency meet the critical balance of
performance and security.

When there are so many moving parts and vulnerable access points, agencies need to look beyond individual network elements. With this in mind,
government is adopting a holistic cyber approach.
“[The holistic approach] requires the need for sophisticated identity and
access management tools, the ability to manage privileged passwords and
privileged users, the need for technology such as encryption on the endprovider,” Stromecki said.
It is crucial for these tools to interoperate. “For example, an alert from a
endpoint devices in the case of an incident,” he said.

PRIORITIZE CYBERSECURITY

points. “Dell will monitor the network, help organizations create a plan and
a security stance, analyze the security stance in an organization, and help
respond to threats,” said Ayrapetov.

An increasing complexity and the pervasive presence of threats require
cybersecurity to be a primary consideration for agency leadership. “Sewhole organization,” said Stromecki. “The impact of [cyberthreats] can be
agency to deliver on its mission of service to citizens.” Illustrating this point,
a McKinsey report found that cyberattacks could cost the world $3 trillion
in lost productivity and growth by 2020.

Additionally, Ayrapetov noted that network monitoring can generate gigabytes of data per day, so Dell helps agencies pick out the signal from the

ALIGN SECURITY STRATEGY TO ORGANIZATIONAL
NEEDS

Ayrapetov further emphasized the critical role of security in agency operations. “Security cannot be an afterthought; it has to be designed into all
projects,” he said. “With growing complexity, the risks become bigger and
there are more entry points into the network. It takes just one slip-up in
security to be compromised.”

PROTECT THE ENTIRE DATA LIFECYCLE

VISUALIZE A HOLISTIC APPROACH

But while security is paramount, Stomecki and Ayrapetov both agreed that
an agency that is completely locked down cannot function and carry out its
mission.

-

all of its potential end-points. “At the end of the day, security comes down
to protecting the data,” said Ayrapetov. “You need to start thinking about
where the data lives: in servers, phones, computers, etc. When it lives in all
those devices, how is it protected?”
For example, if a private contractor requests information, many questions
need to be asked. What is being uploaded? Is the data going through an
encrypted tunnel? Are credentials and access privileges being inspected? If

“Throughout the data lifecycle, we have to make sure that every step of the
way is secure,” said Ayrapetov. “If you are insecure by design, you will be
breached.”

“Dell’s technologies have been optimized and engineered into systems to
provide comprehensive and thorough components of security without
substantially impacting network performance,” said Stromecki. “Ultimately,
networks are designed for their end users to be able to accomplish their
bring the network to its knees.”
Beyond simply deploying technology, government needs to weave these
solutions into an overall environment of security, developing what Stromecki called a “security playbook.” “[Agencies] need technologies that can
detect compromises when they occur and understand the implications so
that they can be contained,” he explained. “Then, they need to move into
a situation of detailed forensics that gets to the root cause of the event to
understand it and prevent it from reoccurring. It’s a continuous cycle.”
By protecting networks and complying with security protocols without
cybersecurity approach for government.

Securing Government: Lessons from the Cyber Frontlines
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TACTIC #4:

Take an Enterprise Approach
NEVADA AND DHS INTEGRATE TECHNOLOGY AND STRATEGY TO
ACHIEVE HOLISTIC CYBERSECURITY

CENTRALIZED
IT SERVICES
M

any large organizations face more than
1,000 cyberattacks per day that
constantly evolve in response to
the defensive systems they encounter.
Agencies must move beyond traditional IT
management, where threats are placed in silos
based on particular types of attacks or targets.
report
explains how piecemeal approaches to cybersecurity are often unevenly
applied, creating gaps in information and critical infrastructure security.

Services in 2009 and suggested utilizing an enterprise-level approach.
Nevada Governor Brian Sandoval was onboard with this plan, and issued a
directive calling for the state’s cabinet to consolidate and integrate security
lenging mandate.
Prior to the governor’s mandate endorsing an enterprise solution, agencies
dealt with information security issues independently. To consolidate
control with limited resources, Gustafson and his CISO Christopher Ipsen
inspected the current IT infrastructure and prioritized their top four security concerns to address. These included application whitelisting to prevent
unauthorized or harmful programs from running, patching applications,
correcting system vulnerabilities, and restricting administrative privileges.

and improves responsiveness is necessary. This is the enterprise approach.
strategies produce accurate assessments of the
risks associated with each agency system and for the network as a whole.
This enables greater visibility into your networks and better anticipation
of and preparation for attacks. This transparency also facilitates greater
resource allocation and prioritization.
Congress has emphasized the importance of this approach, setting aside
for the Continuous Diagnostics and Mitigation (CDM)
program — which we explore below. Our other case study examines the

CASE STUDY #1: NEVADA’S ENTERPRISE
APPROACH

By 2012, Nevada had so many cyberthreats that it was hard for the state’s
IT department to keep up. Millions of daily attacks led to hundreds of
security incidents while the state failed to uphold even standard security
measures. Its cybersecurity strategy was in critical need of improvement.
Current Nevada CIO David Gustafson joined the state’s Enterprise IT
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enterprise approach for their user accounts. Previously, users accessed
government information from disparate endpoints, with various credentials and login protocols. To provide greater perimeter security, Nevada
applied a single solution that provided integrated security tools, automated
across all endpoints.
This new enterprise approach can continuously monitor endpoint controls
and attempted virus intrusions. With this information, state IT services can
utilize event correlation, trending, and analysis to further understand and
visualize state assets.
Today, more than half of Nevada’s agencies are part of the centralized
security system. The enterprise approach has led to cost savings, improved
paid $1.1 million to deploy security technology on 17,000 endpoints
through an enterprise solution. The price would have been more than
triple that ($3.5 million) if the state had purchased the solution for each
agency separately — as was the standard procurement method. This ap-

CONTINUOUS
DIAGNOSTIC &
MITIGATION
proach not only saved money, but also has seen monthly security incidents
decrease from 155 to 30 — an 80 percent reduction.
Piecemeal and decentralized cybersecurity approaches are costly and
leave your network and your organization as a whole vulnerable, as Nevaapproach, though, the state’s information security is now much better.
Educational institutions have also picked up on the trend. The University
of Nevada at Reno has a newly established Cyber Security Center that
largely focuses on a holistic approach to cybersecurity. Looking forward
and knowing cyberthreats will only worsen, establishing comprehensive
and dynamic enterprise strategies will help keep Nevada secure.

CASE STUDY #2: CONTINUOUS DIAGNOSTIC AND
MITIGATION

Finally, progress is tracked through dashboards and summary information
can be shared among sister networks, and also fed into an enterprise-level
dashboard. This process is repeated every 72 hours.
Full visibility into massive organizations in such a short time period can be
very challenging. This is why prioritizing and leveraging technology is so
important. According to FCW, there are three top priorities for CDM:
•

Automation is the only practical way to assess all network assets every 72 hours. This would be virtually impossible for already
resource-constrained agencies to do manually. Automation prioritizes
events so only the worst require human attention, and also eliminates
the threats that may require a response within milliseconds.

•

Continuous, real-time monitoring prevents a threat that has
entered a network from spreading and compromising dozens of
machines. Continuous monitoring helps spot the breach quickly, so it
can be contained and eradicated.

•

Big data analytics draws insight from disparate data (mobile, sen-

CDM is a federal program that improves preparedness and reduces
system vulnerabilities, so that that government can become more agile

CDM provides a real-time, holistic view enterprise wide so agencies can
understand the assets they have, the roles of those assets, and where risks
are arising.

infrastructure.
Management and Budget (OMB) and NIST. For funding support, DHS’ 2015
$140 billion set aside for the
Federal Network Security program should be used “to provide adequate,
operation of a continuous monitoring and diagnostics program.”
CDM helps federal agencies expand continuous diagnostic capabilities by
increasing their network sensor capacity, automating sensor collections,

Once established, the data from these sensors feeds into a local dashboard and exports customized reports. The reports then alert network

CDM is just getting started at many agencies, but those that have imple-

and has reported reductions of up to 90 percent in security risk. Furthermore, in a MeriTalk study, security managers praised CDM for its benpercent) and improved prioritization and risk management (55 percent).
To provide a consistent, government-wide set of CDM solutions and help
other agencies achieve similar results, DHS and the General Services
Administration (GSA) established an acquisition vehicle known as a blanket
purchase agreement, or BPA, for continuous diagnostic capabilities. This
way, all agencies can improve their cyber readiness and support adequate,

Securing Government: Lessons from the Cyber Frontlines
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Assuming a Platform
Approach to Cybersecurity

A

ttackers use a multitude of tactics and applications to penetrate networks today – from sophisticated techniques to age-old cybercrime
tactics such as drive-by downloads. In response, government agencies

Instead, security functions must be integrated and share insights in real
time, to prevent zero-days and other attacks. “If one function is not informing the other, they’re not necessarily any more secure,” said Warren.

Yet even with these investments, organizations continue to experience
breaches. Why?

Similarly, intra-agency cohorts must work together. “We should be aggressive about security and feel like it’s a responsibility we take seriously across
the organization, regardless of whether it’s the network team, the security
team, the data center team, or the endpoint team,” said Warren. But
instead, “Groups are arguing over who has security, budget, and responsibility.”

To better understand the current cybersecurity landscape, we spoke with
Pamela Warren of Palo Alto Networks, a provider of enterprise-level, next
generation platforms. Warren explained that agencies often risk cybersecurity with piecemeal solutions for today’s problems. She also described
how a platform approach to security reduces risk, while adding value to an
agency.

COMMON MISTAKES HINDER SECURITY

Warren explained that government organizations make four common
mistakes when trying to secure their information systems. The most basic
error, she said, is failing to have visibility to what is happening on your network: “What we’re seeing is that many organizations are unaware of what
applications they are even running on their network.” This ends up being
security for attackers to target.
But even for those applications that administrators do approve, Warren
said they often don’t contextualize their use. “Administrators aren’t tying
applications to users or user groups. They may whitelist certain applications to be used on their networks, but it’s really the Wild West once
segmentation by user or user group is not established, the attacker has
unfettered access with that account.”
Moreover, Warren explained, “Organizations believe that web and email
are the only way attackers are getting in, and invest in security for just
those vectors. But the next threat may use another application to get onto
the network. One recent attack in critical infrastructure used an old token
ring application within TCP/IP to launch the attack, for instance.”
Agencies also often rely on disparate security solutions that don’t work
together to improve the overall security of the network. “[Agencies] apply a
lot of security, but they’re still coming up short,” said Warren. “They acquire
but each one of those capabilities on their network is running almost virtu-

A PLATFORM APPROACH STREAMLINES SECURITY

In order to address these issues, Warren said organizations should assume
a platform approach to security and employ a cohesive security strategy
with distinct roles and responsibilities across all teams. This approach is
in direct contrast to the disparate security products approach that some
agencies take.
“[With a platform approach], you can simplify cross-departmental administration,” said Warren. “You can centrally manage all security appliances
and key security functions and unify your security policies, deploying your
enforcement capabilities across every aspect of your network and simplify
the collection and analysis of logs from multiple locations. You can cover
your internet edge, your data center, your mobile devices, and any other
endpoints, regardless of how far-reaching your network is.”
agement and reduces product footprint. For example, one government
Alto Networks was able to perform every function with just 8 platforms. In
fact, Warren said the new devices actually stopped more threats than the
systems they replaced.

between security, network, and other IT teams. As security is coordinated
and correlated across the network, Warren said departments can work
more closely to ensure that the integration of security functions and visibility overcomes previous organizational siloes.
Ultimately, by organizing and monitoring an entire network through a
platform approach, rather than a collection of individual security products,

Securing Government: Lessons from the Cyber Frontlines
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PERSPECTIVE:

Needed:
Talent & Teamwork
AN INTERVIEW WITH MICHAEL COCKRILL,
CHIEF INFORMATION OFFICER FOR THE
STATE OF WASHINGTON

“

- Michael Cockrill

W

ith conversations on cybersecurity often focused on the national

federal approaches to forming cyber strategies. However, Michael Cockrill,
CIO of the state of Washington, said he faces many of the same problems
as anyone else trying to defend an IT infrastructure. In discussing Washington’s approach to cyber, Cockrill explained the basic strategies of the state
as well as its role in protecting the “continuity of commerce” and developing a much-needed cyber workforce.

TOP-LEVEL OVERVIEW

ing the state’s cyber perimeter, making sure the state is aware when bad
guys are actually in the system, and detecting and responding quickly to
threats. These are the basic but essential steps in any cyber strategy. Cockrill also explained how CISO Agnes Kirk has been pivotal to the success of
these objectives by focusing on the “fundamentals of network security as
well as the evolving nuances” of cyber defense and understanding where
the state’s vulnerabilities are.

CONTINUITY OF COMMERCE
“continuity of commerce.” This deals with the government’s role related not
only to the data that lives within the executive branch of government, but
about the entire state and its critical infrastructure.
“It’s the government’s job to make sure that commerce can happen,” said
Cockrill. “The cyber threat is not just a bits and bytes threat, it’s a threat to
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the continuity of commerce — of people being able to trade and do their
jobs and deal with public safety issues.”
Cockrill not only has to make sure agencies are securing their systems, but
he must also set the appropriate policy framework to ensure other entities
are taking other appropriate cybersecurity measures. The emphasis here is
on securing critical infrastructure, especially monitoring and protecting the
ports in Washington that are a giant choke point for commerce. Similarly,
Cockrill explained the importance of having secure systems for dams so
that “someone doesn’t hack into them and open and close spillways.”
The larger point is that in such an interconnected world where IT infraabilities that must be addressed in a comprehensive, collective manner.
accomplished. “It’s important for the government to secure vulnerabilities,”
said Cockrill. “But we also need to make sure that everybody else does
their part to protect their zone of this interconnected economy.”

CYBER WORKFORCE RECRUITMENT
— but recruitment is not easy, to say the least. “The single hardest thing to
Cockrill said.
With a dearth of cyber professionals in the United States and major For-

government and smaller businesses to enlist experienced cyber professionals. “There are companies in our state that are going to Eastern Europe
to hire their security people because we’re just not creating enough of
them out of our colleges,” he said.
What’s more, it doesn’t help that cyber theft is a huge and growing business. “The black hats are multiplying rapidly but the white hats are tough to
come by,” said Cockrill.

ingrained perspective of constantly doing threat assessment and constantly looking at adversaries outside your perimeter — that’s the mindset an
analyst or a defender needs.”
grams to train veterans in cybersecurity. “We can build up that workforce
to feed Washington businesses, so they’re not having to go to Eastern

But Cockrill is looking to tip the scales in the state’s favor. The state of
Washington is advancing the Public Regional Information Security Event
Management (PRISEM) System: a shared regional cybersecurity monitoring
system that aggregates and processes cyber event data, provides threat
conditions, and extends situational awareness for public-sector organizations across the Puget Sound area.

He also noted the importance of cyber apprenticeships for the valuable experiences they provide and because they also trigger funding support from

The system is now being aligned with cybersecurity education in the state,
providing students with access to real-time event data in an operational
setting. Such exposure has helped contribute to esteemed cybersecurity
programs in the state, such as the Center for Information Assurance and
Cybersecurity (CIAC). “Every company needs some number of analysts who
can just look at threat information and respond to it,” said Cockrill. “So,
we’re taking a kind of ‘grow your own’ approach.”

to the latest information security graduate — Cockrill is helping establish a
sustainable and secure future for the state of Washington.

When it comes to cybersecurity, everybody has a role to play. With a

in the military gets trained in cybersecurity, but everybody that’s coming
out of the military has some level of training in security,” said Cockrill. “That
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TACTIC #5:

Prepare for Disruption
STATE AND LOCAL GOVERNMENTS PLAN FOR THE
WORST TO MINIMIZE THE IMPACT OF ATTACKS

CYBER
DISRUPTION
PLANNING
A

sk any government cybersecurity professional what they would do if
their agency experienced a breach, and without hesitation, they will
-

ter or prevent attacks, the exponential growth in both the sophistication and
number of cyberthreats will prevent agencies from ever being truly secure.
That doesn’t mean government agencies should stop investing in cyber
defenses. The tactics already discussed in this guide can, and do, safeguard
against the majority of dangerous cyberattacks. Nevertheless, agencies
must have a backup plan in place to minimize the disruption and fallout
from those few successful hacks.
The case studies in this section examine how two public sector organizations have planned for the worst so they’re ready to quickly counter the
rare cyberattack that breaks through their defenses.

CASE STUDY #1: HOUSTON’S REGIONAL CYBER
DISRUPTION PLANNING PROJECT

The Houston-Galveston Area Council is taking a multidisciplinary approach
to cyber strategy through its regional Cyber Disruption Planning (CDP)
project. The project is funded through the DHS Regional Catastrophic PreSafety and Homeland Security directs operations.
The CDP project is focused on better integrating IT and emergency
management teams in the Houston area. A previous report from DHS
highlighted that IT departments could improve disruption responses by instates that many emergency management enterprises, “are not fully aware
of their heavy reliance on the Cyber Infrastructure, nor have they studied

To ensure that Houston can deploy a holistic counterattack in the event
of a breach, CDP seeks to address this disconnection between emergency
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management and IT disaster personnel. The execution of cyber exercises
and workshops with local and regional organizations is one way the CDP
team hopes to connect services.
For instance, in November 2014, Harris County’s Department of Education
held a planning exercise to determine how it could best coordinate
among participating jurisdictions in the event of a data center’s operations
emphasize major strengths, primary areas of improvement, and additional recommendations for the county to enhance its disruption plan. The
report highlighted how cross-discipline training and an enhanced mutual
improve disruption response.
In addition to these exercises, CDP has called for the creation of Cyber
Disruption Teams (CDTs) at all critical government agencies. These teams
will comprise both IT and emergency management professionals and will
serve a dual purpose. First, they will ensure that both skillsets are dedicated to cyber disaster planning. Secondly, they will increase awareness of the
interconnectedness of IT and emergency management through iterative

Finally, the CDP project team ensures that any lessons learned in government are accessible to private sector organizations in order to holistically
prepare the region for attack. Through an online cyber disruption readiness assessment tool, Houston-area organizations can determine their

disruption templates to use for development.
Although the scope of Houston’s CDP may be reduced to the urban area
due to a decrease in funding for RCPGP, this tool can ensure that the
region-at-large continues to improve its preparedness for cyber disruption.

CATASTROPHIC
PREPAREDNESS
INITIATIVE

CASE STUDY #2: NEW ENGLAND REGIONAL
CATASTROPHIC PREPAREDNESS INITIATIVE

While Houston is focusing on its own locality, the Boston urban area deRCPGP awarded it nearly $1 million in 2010. It partnered with the city of
Providence, the Commonwealth of Massachusetts, and the states of New
Hampshire and Rhode Island to create a greater New England Regional
Catastrophic Preparedness Initiative (NERCPI).
NERCPI seeks to coordinate a regional response plan for any kind of manmade or natural disaster and, for each scenario, it considers how cyber
Disruption Response Project and resulted in a regional Resiliency Plan in
also distributed to many urban areas, states, and regional bodies.
Like Houston’s approach, NERCPI’s resiliency plan calls for the establishment of CDTs, and the integration of cyber and emergency management
strategies. However, the regional CDTs are more dynamic to deal with a
greater breadth of regional issues.
In addition to IT and emergency management personnel, each team
incorporates public safety and service providers. Furthermore, teams are
engineered to be scalable to the level of disruption. During catastrophic
events, they can coordinate resources and information on a regional level.
However, for minor local events, a designated team can deploy fewer
resources with more targeted tactics.

framework to coordinate cyber strategies across the region, in the event of
a successful attack.
CDRA’s tactics are bolstered by a series of “table-top exercises,” similar
to those in Houston. However, these take place on a larger scale. For
instance, NERCPI once hosted a three-state regional exercise that tested

Leveraging a shared pool of IT, public safety, and emergency management
can enhance the resources available to each participant. Additionally,
states and localities can share lessons learned from their unique experiences, creating a knowledge pool that is far richer than one entity alone
could have achieved.
Finally, taking a regional approach to disruption planning allows individual
of emergency. For instance, following the Boston Marathon bombings,
the city of Boston
of assistance from other
RCPGP-funded cities. Although this instance focused primarily on emergency management services, NERCPI anticipates that similar resource sharing would occur in the event of a cyber disruption.

The Resiliency Plan also required participants to collaboratively identify
critical cyber assets and assess current cyber risks and capabilities. The
results of these analyses were synthesized in a Regional Cyber Disruption
Response Annex (CDRA). CDRA outlines the relationship between the
entities and the support that each provides. It also provides a structured
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Preparing Your Agency for
Evolving Threats
C

vulnerabilities in new ways. Therefore, cybersecurity tools and strategies cannot remain static either. Yet many agencies struggle to match their
cyber defense to the speed of their attackers.
To understand how agencies can integrate adaptive capabilities into their
cybersecurity strategies, we spoke with Sean Applegate of Riverbed, a
large enterprises. He explained that an integrated suite of technologies will
streamline threat analysis and prepare organizations for future attacks.

Applegate outlined the steps to identifying, combating, and ultimately
deterring cyberattacks. “It starts with understanding where you’re at today
and making sure that view of your infrastructure is maintained in real time.
The easiest investments you can make early on are looking at ways to map
your network and infrastructure, so you actually know what it looks like and

having a top-down monitoring strategy that doesn’t enable collaboration
across organizational silos. When an agency is organized by department or
technology stacks, working across teams often reduces time to detection
and resolution.

-

and then conduct predictive analysis against that environment,” explained
Applegate.

enables an agency to improve response plans by identifying key infrastructure weak points. “In a lot a cases, the same tools we use for network
security monitoring are used for performance monitoring functionality as
well. This enables agencies to extract more value from their investments,”
said Applegate.

CREATE A DETECTION AND MITIGATION PLAN

Once you’ve achieved full visibility of your network, “The next step is to un-
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as the packets or application transactions.”
Identifying what’s normal allows agencies to detect anomalies that indicate
threats or intrusions. This detection should be followed by action. “The
next step, in many cases, is getting to root cause analysis and containment,” said Applegate. “Knowing there’s an event is one thing, but quickly
digging into the forensic details, determining scope and containment are
key. Again, the right-click ability in our solutions makes it easy to analyze
packets or application transactions in seconds, and if a zero-day event is
present right-click to contain it by disabling the switch port it is connect to.
can even be automated for faster containment.”

“The goal of IT is to facilitate the agency mission,” said Applegate. “And to
do that, we must know what our infrastructure looks like, what normal

Riverbed’s SteelCentral solutions can help achieve this goal. “Our tools
can actually map and monitor every part of your infrastructure to let you
understand exactly what the network and applications looks like, then

Tightly integrated solutions and processes save time, a critical factor when
combating an attack. “Riverbed’s SteelCentral monitoring portfolio includes
solutions,” said Applegate. “Riverbed provides high level dashboards to
use across the enterprise gain insight into both performance and security

ACHIEVE FULL NETWORK VISIBILITY

er when unusual events occur.”

derstand what’s actually transpiring from your clients to your applications
or servers, or the Internet,” Applegate continued. “Learning what’s normal,
how your applications communicate, how users access those, and their dependencies is critical for identifying unusual activities such as an advanced
persistent threat (APT) or insider threat. Riverbed’s SteelCentral solutions
help identify when unusual activity is present.”

PROACTIVELY ANALYZE WEAKNESSES
agencies the capability to quickly react to threats. At the same time, an
integrated suite of network mapping and monitoring tools allows government to proactively enhance security – as well as network operations.
Providing a nice return on investment.
“If an organization wants to mature their practices, they can use the network planning and modeling functionality from Riverbed to conduct threat
analysis modeling,” said Applegate. “For example, you can use SteelCentral
modeling solutions to execute threat modeling for common DDOS or amresponse decisions or mission-impact on critical application performance.
This enables leadership to contemplate, ‘If we are being attacked in a specapabilities?’”
By using an integrated set of visibility solutions, agencies can do more
than just monitor and counter cyberattacks; they can also strengthen their
defenses against future possible incidents.

CONCLUSION

The Way Forward
I

n this guide, we highlighted 10 case studies of government organizations that deployed dynamic tactics to enhance their cybersecurity.
These initiatives ranged from simple and low-cost to complex and resource-intensive. But no matter the current state of cyber strategy
or the extent of your resources and budget, there are key lessons that can be learned from these case studies and applied at your agency.

LESSON #1:
YOU CAN’T DO IT ALONE.

The constantly evolving nature of cyberthreats means that agencies can’t rely on

requirements. Instead, agencies must lean
on one another, their employees, and industry to maximize cybersecurity capabilities.
Private-public partnerships can pool industry knowledge and supplement
hard to come by resources, such as cyber personnel. Other agencies and
levels of government can share best practices, act as a safety net in times
of disruption, and provide templates for quick improvements to your
network security. Even your own employees can provide an extra layer of
defense when they’re equipped with the skills to secure information and
identify potential insider threats.

LESSON #2:
CYBERSECURITY IS
EVERYONE’S JOB.

These partnerships also highlight the ex-

Today, cybersecurity is everyone’s job.
Government cannot relegate cybersecurity
to its IT personnel. Instead, every military and
civilian employees must be educated to protect their organization from
hackers and insider threats.
Similarly, private industry and local agencies must be equipped with the
resources to protect themselves and our nation’s infrastructure. As New
England states and the Houston urban area recognized in their disruption
other part of government operations. Therefore, emergency responders

LESSON #3:
COLLABORATION IS THE
ONLY WAY FORWARD.

Although there are myriad technologies
and strategies available to assist government’s cybersecurity measures, there is only
one way forward. That way is collaboration.
As hackers of all kinds attack every point of our nation’s networks on a daily
curity. To avoid another “Year of the Breach,” every level and function of government must collaborate in order to pool resources and, most importantly,
learn from one another.

LESSON #4:
SAY GOODBYE TO SILOS.

Finally, to make the most of this multidimensional workforce, government must
reorganize itself and its operations to
and levels of government. Silos must become
a thing of the past.
Concerning operations, organizations must adopt an enterprise approach
to security that allows them to view the entirety of their networks in order
to immediately identify threats when they enter their system. Additionally,
logins must be streamlined and integrated to better monitor access points
and ensure users are safely accessing government services.
From an organizational perspective, agencies need new mechanisms and
of government to counter cross-border threats and deal with disruptions.
Internally, users must be empowered to work across departments to share
information about systems and potential threats.

Securing Government: Lessons from the Cyber Frontlines
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