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M any news outlets declared 2014 to be “The Year of the Breach,” 
especially for government. The title seems appropriate. Last year, 

the U.S. Postal Service (USPS), the Nuclear Regulatory Commission, the 
State Department, and even the White House fell victim to successful hacks 
that resulted in sensitive information being exposed to adversaries and the 
public. 

And that’s just the beginning. Nearly every state experienced a government 
network breach during 2014, while simultaneously managing disruptions 
in commerce caused by hacks of companies such as Home Depot, Staples, 
and Target. Even localities were not exempt — Rapid City, N.D., and Napa, 
Calif., are just two cities whose websites were hacked.

Nevertheless, maybe we should reconsider that title and be a little more 
optimistic. Instead of “Year of the Breach,” can we consider 2014 to be the 
“Year of Lessons”? Maybe the “Year of Progress”? 

While government-at-large certainly faced setbacks in the cyber world, 
many agencies also took great steps toward security. At the federal level, 
commitments were made and plans drawn to better equip smaller entities 
with the resources and strategies necessary to protect their networks. Lo-
cally, many organizations created new partnerships and streamlined their 
internal systems to achieve greater security at less cost.

This guide explores how local, state, and federal governments have learned 
from successful attacks of the past to bolster their cybersecurity today. In 
this guide, we:

• Describe the level and impact of advanced cyberattacks on govern-
ment agencies.

• 'LVFXVV�ȴYH�F\EHUVHFXULW\�WDFWLFV�WKDW�WKH�SXEOLF�VHFWRU�KDV�GHSOR\HG�
to mitigate risk.

• Provide two case studies from government to illustrate each tactic 
in action.

• Detail lessons learned from these government tactics.

The numerous cyber incidents of last year prove there is still more govern-
ment must do to secure our nation’s networks. However, the case studies 
in this guide highlight that innovators in the public sector are already 
leading the way to enhanced cybersecurity.

 

Executive Summary

http://www.tripwire.com/state-of-security/security-data-protection/2014-the-year-of-the-breach-part-1/
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HACKERS

CYBERATTACKS

types of
HACKERS

types of
CYBERATTACKS

MALWARE
0DOLFLRXV�FRPSXWHU�FRGH�XVHG�WR�FRUUXSW��
GHVWUR\��RU�VWHDO�GLJLWDO�LQIRUPDWLRQ��0DOZDUH�
LQFOXGHV�YLUXVHV�DQG�ZRUPV��LQ�DGGLWLRQ�WR�
spyware that monitors user activity and 
ransomware that holds data hostage

ADVANCED 
PERSISTENT THREAT 
$�FRQWLQXRXV��VRSKLVWLFDWHG�KDFNLQJ�SURFHVV�
that allows an individual to enter and occupy a 
network for an extended amount of time in 
order to monitor or extract data from the target

DISTRIBUTED 
DENIAL OF SERVICE 
�''R6��$Q�LQWHUUXSWLRQ�RI�QHWZRUN�VHUYLFH��
executed by sending such high volumes of 
WUDɝF�RU�GDWD�WR�D�VLQJOH�QHWZRUN�WKDW�LW�
becomes overloaded and inoperable

STRUCTURED QUERY 
LANGUAGE INJECTION 
An attack that alters a database search in a 
ZHE�EDVHG�DSSOLFDWLRQ��DOORZLQJ�D�KDFNHU�WR�
obtain unauthorized access to sensitive 
information in a database

APPLICATION-
LAYER ATTACK 
An attack that causes fault in a server’s 
RSHUDWLQJ�V\VWHP�RU�DSSOLFDWLRQV��DOORZLQJ�DQ�
attack to bypass normal access controls to gain 
increased access to a system

INSIDER THREAT
(PSOR\HH�XVH�RI�JRYHUQPHQW�SHUVRQQHO��
IDFLOLWLHV��LQIRUPDWLRQ��HTXLSPHQW��QHWZRUNV�RU�
V\VWHP�WR�LQȵLFW�KDUP�RQ�WKH�8QLWHG�6WDWHV��
ΖQVLGHU�WKUHDWV�FDQ�WDNH�PDQ\�IRUPV��IURP�
UHOHDVLQJ�FRQȴGHQWLDO�LQIRUPDWLRQ�WR�GHSOR\LQJ�
DGYDQFHG�PDOZDUH�IURP�ZLWKLQ�D�QHWZRUN�ȴUHZDOO

PHISHING 
An attempt to extract sensitive information 
IURP�DQ�LQGLYLGXDO�E\�PDVTXHUDGLQJ�DV�
D�WUXVWHG�HQWLW\�RU�SHUVRQ��XVXDOO\�YLD�HPDLO�
or websites

SPAM 
0HVVDJHV�VHQW�RU�SRVWHG�RQOLQH�WKDW�FRQWDLQ�
LUUHOHYDQW��XQVROLFLWHG��DQG�RIWHQ�PLVOHDGLQJ�
information

MALICIOUS INSIDERS 
Employees or contractors of an organization 
who intentionally expose government 
LQIRUPDWLRQ��V\VWHPV��RU�SHUVRQQHO�WR�
external individuals

INADVERTENT
INSIDERS
Employees or contractors for an 
organization who compromise agency 
security through unintentional misuse of 
cyber systems

HACKTIVISTS
+DFNHUV�PRWLYDWHG�E\�SROLWLFDO��UHOLJLRXV��RU�
personal beliefs to expose or deface cyber 
networks of perceived opponents

CYBER CRIMINALS
3URIHVVLRQDO�KDFNHUV�ZKR�XVH�PDOZDUH��
SKLVKLQJ��DQG�RWKHU�WDFWLFV�IRU�LOOHJDO�
monetary gain

STATE OPERATIVES
+DFNHUV�HPSOR\HG�E\�D�QDWLRQ�VWDWH�WR�LQȵLFW�
PLOLWDU\�RU�ȴQDQFLDO�KDUP�RQ�RWKHU�
nation-states via cyber networks

TROLLS 
ΖQGLYLGXDOV�ZKR�WDUJHW�ZHEVLWHV��VRFLDO�PHGLD�
DFFRXQWV�V\VWHPV��RU�RWKHU�RQOLQH�SRUWDOV�
without damaging or exposing information 
for the sake of receiving recognition or 
expressing malice

WHITE HAT HACKERS
Individuals who expose weaknesses in cyber 
systems for their private or public sector 
employers in order to remedy vulnerabilities 
before external hackers attack

SOURCES:�*$2�_�3HZ�_�3RQHPRQ�ΖQVWLWXWH�_��&6Ζ6�_��%URRNLQJV�_�'R'�_�20%�_�'$53$�_�)&:�_��:DVKLQJWRQ�3RVW� 3

http://www.gao.gov/assets/670/662901.pdf
http://www.pewinternet.org/files/2014/10/PI_FutureofCyberattacks_102914_pdf.pdf
http://www.ponemon.org/local/upload/file/2011_US_CODB_FINAL_5.pdf
http://www.mcafee.com/us/resources/reports/rp-economic-impact-cybercrime2.pdf
http://www.brookings.edu/blogs/techtank/posts/2015/02/3-cybersecurity-federal-it-plans
http://www.defense.gov/news/newsarticle.aspx?id=122949&source=GovDelivery
http://www.whitehouse.gov/sites/default/files/omb/assets/egov_docs/fy12_fisma.pdf
http://www.darpa.mil/cybergrandchallenge/
http://fcw.com/articles/2015/02/09/wh-cyber-strategy.aspx?s=fcwdaily_100215
http://www.washingtonpost.com/world/national-security/white-house-to-create-national-center-to-counter-cyberspace-intrusions/2015/02/09/a312201e-afd0-11e4-827f-93f454140e2b_story.html
http://www.washingtonpost.com/blogs/post-politics/wp/2014/12/19/the-did-something-congress-a-flurry-of-bills-passed-in-the-final-days-here-are-the-highlights/
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Protecting Networks with 
Next Generation Firewalls
An interview with Ken Karsten, Vice President of Federal Sales at Intel Security

B ecause government serves citizens, agencies cannot achieve their 
PLVVLRQV�ZLWKRXW�RSHQLQJ�WKHLU�VHFXUH�QHWZRUNV�WR�RXWVLGH�WUDɝF��

%XW�WKLV�GRHVQȇW�PHDQ�DJHQFLHV�PXVW�VDFULȴFH�VHFXULW\��ΖW�GRHV�PHDQ��
though, that organizations must have the policies and technologies in 
SODFH�WR�HQVXUH�WKLV�QHWZRUN�WUDɝF�LV�GLOLJHQWO\�YHULȴHG�DQG�PRQLWRUHG�IRU�
appropriate use.

To understand how the public sector can achieve this network governance, 
we spoke with Ken Karsten of Intel Security, a security solutions provider. 
He explained how network administration is changing and why those 
FKDQJHV�UHTXLUH�DJHQFLHV�WR�DGRSW�QH[W�JHQHUDWLRQ�ȴUHZDOOV�WR�HQVXUH�
ongoing security.

CHANGES IN NETWORK ADMINISTRATION RISK 
SECURITY
First, Karsten explained that agencies are moving toward multi-disciplinary 
QHWZRUN�PDQDJHPHQW��Ȋ'HFDGHV�DJR��TXDOLW\�DVVXUDQFH�ZDV�D�GLHUHQW�VLOR�
in a lot of manufacturing environments. But as quality went up, we started 
including that quality assurance in the regular manufacturing process. I 
think inevitably you’re going to see the same with security. It’s going to be a 
part of the intrinsic networking responsibility and IT environment,” he said.

As a result, “Security people are going to require a better network under-
standing, and network people are going to require a better security under-
standing as [security solutions] are bolted in,” Karsten added.

Second, Karsten said the transition of many agencies to cloud-based plat-
forms will change the way networks are managed: “As you outsource to the 
cloud, many functions are being taken on by the cloud providers. Internally, 
administrators no longer need quite the breadth of technical capability to 
LPSOHPHQW�VSHFLȴF�UXOH�VHWV�DQG�SROLFLHV�RI�DGPLQLVWUDWLRQ�DURXQG�WKHVH�
systems and capabilities.” 

“But what they will need is the ability to make decisions on what they want 
to allow or not allow, and how they want to leverage their technology and 
applications to drive their business objectives and their mission,” said 
.DUVWHQ��$V�FORXG�SURYLGHUV�SHUIRUP�PDQ\�QHWZRUN�WDVNV��WUDɝF�LQ�DQG�RXW�
of agency systems will naturally increase.

NEXT GENERATION FIREWALLS CONFRONT NEW 
CHALLENGES
$FFRUGLQJ�WR�.DUVWHQ��WKLV�LQFUHDVHG�WUDɝF��FRXSOHG�ZLWK�WKH�LQWHJUDWLRQ�RI�
security and network administration functions, requires agencies to adopt 
QHZ�ȴUHZDOOV�

Ȋ$�WUDGLWLRQDO�ȴUHZDOO�EDVLFDOO\�DOORZV�WUDɝF�WR�JR�IURP�LQVLGH�WR�RXWVLGH�
the network, and then from outside back into the network. And it does 
this based on a port and a protocol,” he explained. “But what a traditional 
ȴUHZDOO�UHDOO\�GRHV�LV��EDVHG�RQ�D�SRUW��PDNH�DQ�DVVXPSWLRQ�RI�ZKDW�WKDW�
protocol is.” 

As the number of protocols exponentially multiply, it becomes easier for 
RQH�SURWRFRO�WR�WULFN�WKH�ȴUHZDOO�LQWR�WKLQNLQJ�LW�LV�D�VLPLODU�RQH�E\�XVLQJ�WKH�
VDPH�SRUW��1H[W�JHQHUDWLRQ�ȴUHZDOOV�PLWLJDWH�WKLV�ULVN��

Ȋ:KHQ�\RX�EULQJ�QH[W�JHQHUDWLRQ�ȴUHZDOOV�LQWR�SOD\��\RX�KDYH�WKH�DELOLW\�WR�
GR�GHHS�SDFNHW�LQVSHFWLRQ��<RX�NQRZ�WKH�SURWRFRO�WKDW�WKH�WUDɝF�LV�XVLQJ��
so you can ensure what it is, what application it’s using, and which user 
is executing it,” said Karsten. “It gives you a lot more granularity in policy, 
providing you a lot more visibility and security.”

What’s more, Karsten explained, “You can even go beyond that, to not only 
FRQȴUP�WKDW�ZHȇUH�XVLQJ�D�FHUWDLQ�DSSOLFDWLRQ��EXW�DOVR�LQVSHFW�LW�WR�VHH�
if there are any intrusions or misuse or even viruses in that application 
WUDɝF�ȋ

7KLV�GHWDLOHG�YLVLELOLW\�RI�QHWZRUN�WUDɝF�DOVR�DOORZV�DJHQFLHV�WR�FUHDWH�PRUH�
stringent policies regarding use and access. “The neat thing about a next 
JHQHUDWLRQ�ȴUHZDOO�LV�QRW�RQO\�GRHV�LW�KDYH�DOO�WKHVH�IHDWXUHV�DQG�IXQFWLRQV��
but it also allows you to segment your network a little better. If you under-
stand the internal environment — the applications that reside there and 
the users that are accessing those systems — you can create system-level 
access based on user,” said Karsten.

Ȋ7KHQ��LI�Ζ�VHH�D�SHUVRQ�JR�WKURXJK�WKH�ȴUHZDOO�DQG�VHH�WKH\ȇUH�WU\LQJ�WR�DF-
cess an application that they shouldn’t not have access to, I can immediate-
O\�NQRZ�VRPHWKLQJ�LV�ZURQJ�DQG�Ζ�FDQ�VWRS�WKDW�WUDɝF�ȋ�KH�FRQWLQXHG��

At the same time they segment their networks, agencies can also consoli-
GDWH�JRYHUQDQFH�EHFDXVH�WKH�QH[W�JHQHUDWLRQ�ȴUHZDOO�RHUV�GXDO�IXQFWLRQ-
ality. “It is both networking technology with security technology, housed 
in one form, factored both from a software perspective and a hardware 
perspective, even if it’s virtual,” said Karsten. 

ΖQ�VXPPDU\��QH[W�JHQHUDWLRQ�ȴUHZDOOV�PHHW�ERWK�WKH�RSHUDWLRQDO�DQG�
VHFXULW\�FKDOOHQJHV�DVVRFLDWHG�ZLWK�WKH�ULVH�RI�QHWZRUN�WUDɝF��.DUVWHQ�FRQ-
cluded, “Consolidating those features and functions lowers the total cost of 
an enterprise to implement a solution. It also raises the level of security by 
HQDEOLQJ�DGGLWLRQDO�VHFXULW\�IHDWXUH�VHWV�LQ�UHDO�WLPH�QHWZRUN�WUDɝF�ȋ�
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V erifying the identity of a user before they log in to a secure system 
is a necessary part of any cybersecurity strategy. However, when 

HYHU\�DJHQF\�RU�GHSDUWPHQW�UHTXLUHV�D�GLHUHQW�VHW�RI�FUHGHQWLDOV�WR�YHULI\�
individual user accounts, overarching security can actually decrease. Why?

Put yourself in the position of a citizen who routinely accesses multiple 
government services online. If you have to create unique passwords, se-
FXULW\�TXHVWLRQV��DQG�XVHUQDPHV�IRU�HYHU\�LQWHUDFWLRQ��\RXȇUH�JRLQJ�WR�ȴQG�
a way to ease your burden. You will probably create passwords that are 
similar or easily recallable. You’ll also probably write them down to make 
sure you don’t lose track of them. You might even create security questions 
that explicitly state your credentials, just to make it easier to get into the 
system and execute your tasks. 

If login and credentialing procedures are cumbersome, users are more 
likely to create shortcuts to simplify the process. Unfortunately, those 
shortcuts compromise security by making it easier for hackers to ob-
tain and leverage user identities. To help users and mitigate the risks of 
negligent accounts, government organizations are attempting to re-secure 
the sign-on process. Some are working to streamline the user experience, 
while others are doing away with passwords altogether. The two case 
studies in this section illustrate these tactics.

CASE STUDY #1: CONNECT.GOV 
The National Strategy for Trusted Identities in Cyberspace (NSTIC) program 
RɝFH��SDUW�RI�WKH�1DWLRQDO�ΖQVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\��1Ζ67���LV�
redesigning the way online government services are accessed. But rather 
than creating a single new tactic, NSTIC is acting as an idea hub by award-
ing grants for pilot projects that creatively authenticate digital identities.

2QH�LGHD�WKDWȇV�UHFHLYHG�VLJQLȴFDQW�VXSSRUW�LV�Connect.gov, an initiative 
and portal focused on streamlining the access and credentialing process 
for citizens using government digital services. Rather than requiring unique 
passwords and biographic information, Connect.gov will pull credentials 
IURP�D�YDULHW\�RI�H[LVWLQJ�RQOLQH�LGHQWLȴFDWLRQ�SURYLGHUV��LQFOXGLQJ�*RRJOH��

These credentials will be organized and managed by a USPS tool called 
the Federal Cloud Credential Exchange (FCCX). USPS describes FCCX 
as a “software middleman,” because it will not use the credentials for USPS 
alone. Instead, other federal agencies can access and use those credentials 
to verify the identity of citizens accessing digital government services. 

Currently, the pilot program is being tested at a small number of agencies, 
LQFOXGLQJ�WKH�'HSDUWPHWQ�RI�9HWHUDQV�$DLUV��+RZHYHU��WKH�XOWLPDWH�JRDO�LV�
to have the platform run on every secured government form and website. 
If that goal is achieved, citizens and agencies can expect immediate bene-
ȴWV�

Users will be able to access multiple agencies using a single set of credentials, 
ZKLFK�WKH\�FDQ�FKRRVH��7KLV�VLPSOLFLW\�DQG�FKRLFH�RHUV�DQ�HQKDQFHG�FXVWRP-
er experience. It also makes it easy for users to securely maintain their online 
identity, because they have only one set of credentials to manage.

Participating agencies will be able to easily verify users’ identity by checking 
UREXVW�FUHGHQWLDOV�YHULȴHG�E\�WKLUG�SDUWLHV��7KH\ȇOO�DOVR�EH�DEOH�WR�ORFDOO\�
create a holistic identity management system because all of their user 
accounts will become standardized and centralized through Connect.gov. 
Finally, agencies can expect to spend less on endpoint security, because 
FCCX will bear the burden of maintaining credentials.

TACTIC #1:  

Re-Secure the  
Sign-On Process
N I S T  A N D  D O D  O F F E R  N E W  W A Y S  F O R  U S E R S  T O 
A C C E S S  G O V E R N M E N T  S E R V I C E S

http://www.connect.gov/
https://about.usps.com/news/secure-digital/welcome.htm
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CASE STUDY #2: DEPARTMENT OF DEFENSE 
COGNITIVE FINGERPRINTS
7KH�'HSDUWPHQW�RI�'HIHQVH��'R'��GHFLGHG�WR�WDNH�D�GLHUHQW�DSSURDFK�
to securing login procedures for civilian and military personnel. During a 
department exercise, DoD’s own cyber operatives — called “red teams” 
internally — were able to steal and use personnel’s passwords to hack into 
defense networks with relative ease. This successful breach exposed a key 
vulnerability and emphasized the need to bolster the agency’s credential-
ing protocols.

$V�IRUPHU�'HIHQVH�ΖQIRUPDWLRQ�6\VWHPV�$JHQF\��'Ζ6$��RɝFLDO�Michael 
2UQGRU�VDLG, “Running a system today that relies on passwords is as 
reckless as driving a car without brakes or headlights.” Therefore, DoD has 
set a goal to eliminate password-based authentication protocols from its 
security procedures.

Initially, the agency worked to establish a public key infrastructure (PKI), 
which ties user identities to certain domains rather than to passwords 
DORQH��7KLV�LV�D�JRRG�ȴUVW�VWHS�WR�VHFXULW\��EXW�XQIRUWXQDWHO\�LWȇV�QRW�DSSOL-
cable to every technology system within the DoD wheelhouse. PKI also 
can’t be used for interactions with private citizens untied to government 
domains. In those instances where PKI can’t be leveraged, passwords still 
reigned supreme — until now.

1RZ�'R'�LV�H[SORULQJ�WKH�XVH�RI�EHKDYLRUDO�SURȴOLQJ�WR�YHULI\�XVHU�LGHQWL-
ties and fully replace passwords. Through a multimillion-dollar partnership 
ZLWK�:HVW�3RLQW��WKH�GHSDUWPHQW�ZLOO�GLVFHUQ�KRZ�ȊFRJQLWLYH�ȴQJHUSULQWVȋ�
can be established by analyzing the way users access information. 

Habits such as typing speed, mouse cursor movements, and even typo-
graphical errors will be discerned and assigned to individual users. Once a 
EHKDYLRUDO�SURȴOH�LV�HVWDEOLVKHG��DQ�DXWRPDWHG�V\VWHP�ZLOO�EH�DOHUWHG�ZKHQ�
a person interacts with the system, either on a desktop or mobile device, in 
D�GLHUHQW�SDWWHUQ��

Naturally, some privacy concerns are associated with the initiative 
EHFDXVH�XVHUV�ZRQȇW�EH�DVNHG�WR�FUHDWH�D�FRJQLWLYH�ȴQJHUSULQW�LQ�WKH�VDPH�
way they would be asked to create a password. However, DoD hopes the 
EHQHȴWV�RI�WKLV�SURJUDP�ȃ�HQKDQFHG�VHFXULW\��VWUHDPOLQHG�DFFHVV��DQG�
easier transmission of encrypted information — will ultimately outweigh 
concerns.

http://www.federalnewsradio.com/885/3788055/Next-step-for-DoD-cybersecurity-Ditch-passwords-once-and-for-all
http://www.federalnewsradio.com/885/3788055/Next-step-for-DoD-cybersecurity-Ditch-passwords-once-and-for-all
https://uk.finance.yahoo.com/news/military-signs-deal-next-gen-032935608.html
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SECURE SOLUTIONS, SO AGENCIES  
CAN REST ASSURED

Dedicated DNA. Mission Mindset.

Government Acquisitions, Inc. (GAI) is a small business IT value-added reseller with 25+ years of experience.  
From fighting ATAs/APTs, to enhancing mobile security, to managing governance and risk – a mission mindset 
is in our DNA.  

We work side-by-side with Federal IT teams and 
industry-leading OEM partners to modernize, 
optimize, and deliver unparalleled support.   

Detect and Prevent.  Enhance Security.  Manage Risk. 

Learn More About GAI’s Cyber Solutions:  
http://gov-acq.com/solutions-capabilities/
cyber-security or call 513-721-8700.

BIG DATA 
ANALYTICS

CLOUD 
COMPUTING

DATA CENTER 
MODERNIZATION

MOBILITY & END 
USER COMPUTING

NETWORK 
MODERNIZATION

CYBER 
SECURITY

Featured Partner

http://gov-acq.com/solutions-capabilities/cyber-security/
http://gov-acq.com/solutions-capabilities/cyber-security/


9Securing Government: Lessons from the Cyber Frontlines

 

Crafting Holistic Insider 
Threat Protection
$Q�LQWHUYLHZ�ZLWK�3UHP�-DGKZDQL��&KLHI�7HFKQRORJ\�2ɝFHU�RI�*RYHUQPHQW�$FTXLVLWLRQV��ΖQF�

I n addition to risking national security, insider threats are a serious 
YXOQHUDELOLW\�WR�LQWHOOHFWXDO�SURSHUW\�DQG�FODVVLȴHG�LQIRUPDWLRQ��1R�

matter what the mission, every agency has high target assets that could 
be compromised. But how can an entire government network be secured 
against internal threats?

In a recent interview, Prem Jadhwani of Government Acquisitions, Inc. (GAI), 
D�VHFXULW\�VROXWLRQV�SURYLGHU��DVVHUWHG�WKDW�DJHQFLHV�PXVW�ȴUVW�XQGHUVWDQG�
their current risk. Then, they should deploy a comprehensive, continuous 
monitoring program.

IDENTIFY INSIDER THREAT RISKS
%HIRUH�WDFNOLQJ�LQVLGHU�WKUHDWV��-DGKZDQL�VDLG�WKDW�DJHQFLHV�PXVW�ȴUVW�
understand their critical assets, unique risk, and risk appetite. “Most of the 
time, people have the feeling the bad guys are going to come from outside, 
but they don’t realize that there may be high-risk insiders who have certain 
behavioral patterns that are not being recognized,” Jadhwani said.

Agencies must scrutinize the behaviors of insider threats, in order to 
develop a set of actionable indicators for cybersecurity teams. Jadhwani 
LGHQWLȴHG�WZR�SDWWHUQV�RI�SRWHQWLDO�LQGLFDWRUV��7KH�ȴUVW�DUH�WKH�YLUWXDO�SDW-
terns that most companies already monitor to some extent. This includes 
digital log records that track employees’ online activity. 

Ȋ$UH�WKH\�JRLQJ�RYHU�WR�6KDUH3RLQW�VLWHV�ORDGHG�ZLWK�FODVVLȴHG�GDWD�WKDW�
they should not be touching? Do they have a need to know? And are they 
downloading or printing that data? Are they sending data to their personal 
emails? That’s the digital trail, or virtual path, we look for,” said Jadhwani. 

The other side is non-virtual--what Jadhwani calls “people-centric”--that fo-
cuses on human behavior. Potential indicators of an insider threat include 
expressions of frustration or compulsive behavior, a tendency to work 
on-site or remotely at odd hours, signs of vulnerability such as drug abuse, 
and unexpected wealth acquisition or foreign travel. 

Both virtual and non-virtual factors have to be monitored carefully over 
time, but this is no easy task. “You are collecting lots of structured and 
unstructured data and you need a way to be able to correlate that data 
RYHU�D�ORQJ�SHULRG�RI�WLPH�DQG�ORRN�DW�FHUWDLQ�VSHFLȴF�EHKDYLRUV�ZKLFK�ZLOO�
DOHUW�\RX�DXWRPDWLFDOO\��5DWKHU�WKDQ�MXVW�RQH�VSHFLȴF�EHKDYLRU��\RX�DUH�
better served to look for a pattern of behaviors that will help you identify a 
potential insider threat,” said Jadhwani.  
 
 

Once behavioral patterns are captured and analyzed, “normal behavior” 
baselines should be set. Then, deviations from that norm can alert your 
security team to potential threats in real-time using an integrated solution 
approach.

DEPLOY INTEGRATED SECURITY SYSTEMS
In order to establish this monitoring and alert system, Jadhwani said 
agencies will need more than just technology. “A lot of customers I speak to 
WKLQN�WKDW�ZLWK�WKLQN�WKH�WHFKQRORJ\�LV�VXɝFLHQW�WR�SURWHFW�DJDLQVW�LQVLGHU�
threats. However, I disagree with that,” he said. 

Instead, Jadhwani recommended taking a multi-faceted approach that he 
calls “PPTTC,” for policies, procedures, technology, training, and continuous 
monitoring. The idea of this comprehensive approach is not just to detect 
threats within your agency, but to deter them. 

“From Government Acquisition’s perspective, we are a full set solution 
provider,” said Jadhwani. “What that means is we start by gaining an under-
standing of a customer’s environment, their tools, and their policies. And 
then we look at technology. But remember, none of the tools can do all the 
work alone. It’s not about putting one tool here and one tool there. What 
you need to look for is a fully integrated and correlated solution architec-
ture that spans multiple layers of security.” 

Training is another important component of this approach, Jadhwani said. 
Mandatory training modules that already take place in most agencies 
KHOS�EXLOG�WKUHDW�DZDUHQHVV�LQWR�RUJDQL]DWLRQDO�FXOWXUH��3URGXFW�VSHFLȴF�
training is also necessary so that tools, such as the monitoring dashboard 
GHVFULEHG�EHORZ��FDQ�EH�GHSOR\HG�HHFWLYHO\�

7KH�ȴQDO�SLHFH�LV�FRQVWDQW�VXUYHLOODQFH�RI�QHWZRUNV��Ȋ>&RQWLQXRXV�PRQLWRU-
ing software] collects, indexes, and visualizes the complete structured and 
unstructured data streams into one single pane which allows you to set 
your own rules and key performance indicators on a dashboard,” Jadhwani 
explained. “It allows you to take real-time action before the damage is 
GRQH�ȋ�$QG�D�VLJQLȴFDQW�YDOXH�DGG�RI�*$Ζ�DV�D�VROXWLRQV�SURYLGHU�LV�WKDW�
they can understand the infrastructure gaps, help provide valuable market 
UHVHDUFK��DQG�EXLOG�D�FXVWRPL]HG�PRQLWRULQJ�GDVKERDUG�WR�ȴW�DQ�DJHQF\ȇV�
VSHFLȴF�QHHGV��

7KUHDWV�WKDW�KDYH�WKH�SRWHQWLDO�WR�LQȵLFW�VLJQLȴFDQW�GDPDJH�UHTXLUH�D�VHFXULW\�
approach that is both meticulous and comprehensive. With the help of solu-
tions providers such as Government Acquisitions, agencies can achieve this 
OHYHO�RI�VHFXULW\�DQG�IHHO�FRQȴGHQW�WKDW�WKHLU�FULWLFDO�DVVHWV�DUH�SURWHFWHG�
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TACTIC #2:  

Empower End Users

W hen we think of cyberattacks, we often 
imagine devious external forces trying 

WR�LQȴOWUDWH�JRYHUQPHQW�V\VWHPV��<HW�DQ�$VVRFLDWHG�
Press (AP) analysis of breaches suggests that up to 50 
percent of federal cyber incidents are the result of misuse 
by employees or contractors who already have access to govern-
ment systems. That means that agencies have a substantial opportunity to 
EXHU�F\EHUVHFXULW\�VLPSO\�E\�HGXFDWLQJ�WKHLU�HPSOR\HHV�WR�EHWWHU�KDQGOH�
sensitive information.

Empowering end users is a dual objective for government agencies. First 
and foremost, organizations must equip employees with personal best 
practices for safeguarding information. Additionally, user empowerment 
requires giving employees the knowledge and tools to prevent other users 
from endangering the organization’s cybersecurity. The following case 
studies explain how two federal agencies have addressed these challenges 
by providing online training and tools to their employees.

CASE STUDY #1: STATE DEPARTMENT 
CYBERSECURITY ONLINE LEARNING 
While all government employees are required to undergo basic security 
training, the constant evolution of cyberthreats means that education 
must continue beyond orientation. Consequently, the State Department 
produces an ongoing series of online workshops designed to supplement 
employees’ FISMA-mandated security training. 

Called Cybersecurity Online 
Learning (COL), the series provides 
detailed information to empower 
users — both at State and in other 

federal government settings — to pro-
tect their organizations. Because train-

ings take place in a virtual environment, 
they can be accessed from any location. 

If watched live, users can ask questions and 
interact with presenters during the demonstration. 

3URJUDPV�DUH�DOVR�RHUHG�RQ�GHPDQG�DIWHU�WKH�OLYH�VHV-
sion, to ensure maximum accessibility for government users.

7KH�GHȴQLQJ�FKDUDFWHULVWLF�RI�WKH�&2/�FXUULFXOXP�LV�LWV�H[WHQVLYHQHVV��ΖW�
covers a wide variety of cybersecurity topics, ranging from basic cyber 
GLOLJHQFH�WR�PRELOH�GHYLFH�VHFXULW\�WR�SKLVKLQJ�VFKHPH�LGHQWLȴFDWLRQ��

And in addition to training on evergreen topics, the State Department also 
KLJKOLJKWV�FRQWH[W�VSHFLȴF�FRQFHUQV��)RU�LQVWDQFH��ODVW�KROLGD\�VHDVRQ��WKH�
department launched a special workshop detailing how cyber criminals 
target gift givers with false gift card and charity scams in order to solicit 
bank account information. That sort of timely information ensures users 
are alert and able to recognize unique threats as they arise.

Moreover, COL varies its content to appeal to a wide audience, including 
employees working at any level of government and with any level of IT 
knowledge. For novice users, programs like “International Advanced 
Persistent Threat” increase awareness by providing an overview of basic 
cyber strategies. For more tech-savvy employees, workshops like “Track-
ing Hackers” discuss advanced tactics to thwart cyberattacks. Each course 
outlines the knowledge and skills required for participation so that poten-
tial users know which training is most appropriate for their level.

S T A T E  A N D  D O D  T E A C H  T H E I R  E M P L O Y E E S  T O  T A K E 
S E C U R I T Y  I N  T H E I R  O W N  H A N D S 

http://www.ibtimes.com/many-cyber-breaches-caused-federal-employees-clicking-phishing-emails-malware-sites-1721388
http://www.ibtimes.com/many-cyber-breaches-caused-federal-employees-clicking-phishing-emails-malware-sites-1721388
https://colcqpub1.connectsolutions.com/content/connect/c1/7/en/events/catalog.html
https://colcqpub1.connectsolutions.com/content/connect/c1/7/en/events/catalog.html
https://www.govloop.com/ho-ho-hoax-tips-avoid-holiday-cyber-scams/
https://colcqpub1.connectsolutions.com/content/connect/c1/7/en/events/event/shared/1218265/event_landing.html?sco-id=3632139
https://colcqpub1.connectsolutions.com/content/connect/c1/7/en/events/event/shared/1218265/event_landing.html?sco-id=3632139
https://colcqpub1.connectsolutions.com/content/connect/c1/7/en/events/event/shared/1218265/event_landing.html?sco-id=4343511
https://colcqpub1.connectsolutions.com/content/connect/c1/7/en/events/event/shared/1218265/event_landing.html?sco-id=4343511
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Finally, trainings vary in format to complement user needs. Some presen-
tations provide straightforward explanations of concepts, while roundtable 
discussions provide thought leadership and workshops provide hands-on 
tutorials. Therefore, users aren’t relegated to one learning mode as they 
seek new information about cybersecurity.

CASE STUDY #2: DEPARTMENT OF DEFENSE 
INSIDER THREAT TRAINING
Of the cybersecurity breaches scrutinized in AP’s 2013 analysis, 6 percent 
were attributed to employees or contractors who intentionally distributed 
government information to outsiders. These malicious insider threats are a 
unique challenge for agencies because both the warning signs and method 
RI�DWWDFN�DUH�GLHUHQW�IURP�WKH�LQGLFDWRUV�PRVW�F\EHUVHFXULW\�WHDPV�VFUX-
tinize. 

To detect insider threats before they occur, it’s necessary to recruit 
IURQWOLQH�VWD�LQ�\RXU�HRUWV��2Q�WKH�JURXQG�SHUVRQQHO�DUH�EHVW�HTXLSSHG�
to recognize and assess changes in behavior that may indicate an insider 
threat because they are aware of standard procedures associated with 
LQGLYLGXDOV�DQG�WKHLU�UROHV��+RZHYHU��VWD�PXVW�NQRZ�ZKDW�WR�ORRN�IRU�DQG�
KRZ�WR�UHVSRQG�ZKHQ�D�WKUHDW�LV�LGHQWLȴHG�

Recognizing this need for education, DoD’s Center for Development of 
Security Excellence created a course for military and civilian personnel, 
contractors and volunteers regarding insider threats. “Insider Threat 
Awareness” takes an hour to complete and emphasizes the motto, “If you 
see something, say something.” 

The program begins by explaining the nature of insider threats — who 
commits them and for what possible reasons. It then showcases a series of 
real-world examples of internal breaches, highlighting the implementation 
of the attack, what led to its execution, and what outcomes the successful 

threat achieved. In addition to familiarizing personnel with the tactics of 
malicious insiders, these showcased incidents impress the importance of 
threat mitigation by detailing the consequences of insider threats. 

After explaining insider threats, the course describes actions employees 
can take to proactively report and deter malicious insiders. Throughout the 
course, personnel are given scenario-based questions to test their reten-
tion of indicators and counter tactics. This training mechanism is crucial to 
ensuring that educated personnel are empowered to act once threats are 
LGHQWLȴHG��

Furthermore, to guarantee that employees are supported in their preven-
WLRQ�HRUWV��WKH�WUDLQLQJ�LV�EHLQJ�LQWHJUDWHG�LQWR�D�EURDGHU�DoD Insider 
Threat Program, announced in September 2014. The new strategy is 
dedicated to synchronizing smaller programs across DoD’s many de-
SDUWPHQWV�LQ�RUGHU�WR�HQVXUH�WKUHDWV�FDQ�EH�LGHQWLȴHG�DQG�UHSRUWHG�
in a streamlined environment. It will certify that suspected threats are 
investigated by consistently monitoring and auditing source information for 
follow-up. 

DoD is creating a holistic program to combat insider threats, because it 
UHFRJQL]HV�WKDW�LQIRUPDWLRQ�WHFKQRORJ\�DQG�VHFXULW\�VWD�DORQH�FDQQRW�
ȴJKW�PDOLFLRXV�LQVLGHUV��ΖQVWHDG��WKH�DJHQF\�PDGH�LW�WKH�MRE�RI�HYHU\�HP-
ployee to be on alert for potential malicious insiders and then provided a 
framework in which employees can voice their concerns.

http://cdsetrain.dtic.mil/itawareness/
http://cdsetrain.dtic.mil/itawareness/
http://defensesystems.com/Articles/2014/10/02/DOD-Insider-Threat-Program.aspx
http://defensesystems.com/Articles/2014/10/02/DOD-Insider-Threat-Program.aspx
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http://solarwinds.com/federal
mailto:solarwinds%40dlt.com?subject=
https://www.linkedin.com/company/solarwinds
mailto:federalsales%40solarwinds.com?subject=


13Securing Government: Lessons from the Cyber Frontlines

 

Supporting Insider Threat  
Identification with 
Continuous Monitoring
$Q�LQWHUYLHZ�ZLWK�&KULV�/D3RLQW��*URXS�9LFH�3UHVLGHQW�RI�3URGXFW�0DQDJHPHQW�DW�6RODU:LQGV

T he risk of insider threats isn’t anything new – recent breaches like 
WikiLeaks and Edward Snowden’s exposé highlight the extreme risk 

of these types of security issues. However, Chris LaPoint of SolarWinds, an 
IT management and monitoring software provider, said that nevertheless, 
agencies are continuing to overlook insider threats when creating their 
cybersecurity strategy and technology architecture. 

PRIORITIZE CYBERTHREATS
“If you look at where most agencies’ budgets are aligned and where visibili-
W\�LV�SODFHG��WKH�IRFXV�LV�UHDOO\�LQ�UHVSRQVH�WR�KLJK�SURȴOH��H[WHUQDO�DWWDFNV�ȋ�
said LaPoint. “One of the biggest risks is that there’s so much focus around 
the external that people are forgetting about the internal. The conversa-
tion needs to consider all types of substantial threats and do so from both 
a tools and budget perspective.” 

According to a recent survey on cybersecurity threats by SolarWinds and 
UHVHDUFK�ȴUP�0DUNHW�&RQQHFWLRQV��ZKLOH�DJHQFLHV�PD\�QRW�EH�IRFXVLQJ�
enough on the topic, cybersecurity personnel do recognize the risk of 
LQVLGHU�WKUHDWV��)LIW\�WKUHH�SHUFHQW�RI�IHGHUDO�Ζ7�SURIHVVLRQDOV�LGHQWLȴHG�
careless and untrained insiders as the greatest source of IT security threats 
at their agencies. More than half of respondents also said they believed the 
damage caused by malicious insider threats could be the same or greater 
than that caused by external threats.

ΖQDGYHUWHQW�LQVLGHUV�DUH�DOVR�D�VLJQLȴFDQW�ULVN��Ȋ(YHQ�LI�VRPHRQH�FOLFNHG�
on a link and inadvertently created an issue inside the network, that could 
lead to an inability to actually perform agency functions. That is a huge 
risk,” said LaPoint.

“For external threats, you’re obviously trying to keep the bad guys out of 
your networks, whereas internal threat prevention tactics tend to focus on 
training,” he added. “But the common tactical thread for both is the ability 
to understand who, what, when, and where suspicious activity is taking 
place across the entire network.”

DEPLOY INTEGRATED SECURITY SOFTWARE
Network monitoring is performed at many – if not all – agencies. However, 
LaPoint said that too often we only see compliance and security audits per-
formed on a periodic basis – maybe twice a year – when monitoring should 
be continuous. “Agencies need to implement tools that allow for contin-
XRXV�PRQLWRULQJ�VR�WKDW�WKRVH�DXGLWV�RI�DFFHVV�FRQWURO�DQG�FRQȴJXUDWLRQ�
are performed on an ongoing basis,” he said.

SolarWinds’ software provides the necessary tools to monitor and secure 
agency networks. These tools span three categories. First, “User and 

GHYLFH�WUDFNLQJ�VRIWZDUH�RHUV�WKH�DELOLW\�WR�XQGHUVWDQG�ZKHUH�XVHUV�DUH�
connecting to that network, where they’ve been, and what device they are 
using to connect, allowing for quick detection of any rouge devices that are 
connecting to the network,” said LaPoint.

To consolidate this information, “Security information and event man-
DJHPHQW�VRIWZDUH�DOORZV�Ζ7�SURV�WR�FROOHFW�GDWD�IURP�DOO�RI�WKH�GLHUHQW�
systems, devices, and security appliances throughout a network,” LaPoint 
explained. These capabilities alleviate the burden on agencies to inde-
pendently capture and organize security data.

Then, “IP address management software helps IT understand where there 
DUH�SRWHQWLDO�FRQȵLFWV�RU�LVVXHV�RQ�D�QHWZRUN�ȋ�VDLG�/D3RLQW��7KLV�IXQFWLRQDO-
LW\�DOORZV�VHFXULW\�VWD�WR�IRFXV�RQ�KLJK�SULRULW\�DUHDV�IRU�UHPHGLDWLRQ�

REAP ADDITIONAL BENEFITS
“Continuous monitoring software allows IT pros to take a more proactive 
and persistent approach in the same way that attackers are taking more 
advanced, persistent approaches to getting into the network,” LaPoint said. 
Agencies can move beyond simply responding to threats by consistently 
monitoring behavior for indicators of future insider vulnerabilities.

LaPoint also explained how this last feature could aid non-security focused 
Ζ7�VWD��Ȋ:KDW�DQ�Ζ7�RUJDQL]DWLRQ�PLJKW�EH�GRLQJ�IRU�FRQWLQXRXV�PRQLWRULQJ�
of security can actually complement what they’re already doing on the 
operations side. The notion of being able to collect the data once and then 
XVH�LW�IRU�PDQ\�GLHUHQW�SXUSRVHV�LV�VRPHWKLQJ�ZH�IRFXV�RQ�ȋ�ΖQ�RWKHU�
words, data collected with SolarWinds’ software can be used to strengthen 
networks and operations at government organizations. 

An integrated suite of monitoring solutions can help bridge the gap 
between IT and security personnel – a division which often hinders cyber 
strategies. “One of the things that we’ve really been trying to encourage 
IT professionals within government to understand is the need for IT 
operations and information security to work better together to reduce the 
number of tools and amount of data they’re working with, while still under-
standing what’s going on,” said LaPoint. 

The risk of insider threats has never been higher. For agencies to become 
truly secure, they will require integrated tools that not only protect the pe-
rimeter of the organization but continuously monitor internal cohorts and 
systems as well. Integrated software solutions are one way to consolidate 
VHFXULW\�HRUWV��DFKLHYH�FRQWLQXRXV�PRQLWRULQJ��DQG�SURWHFW�DJDLQVW�LQVLGHU�
threats.

http://www.solarwinds.com/resources/surveys/solarwinds-federal-cybersecurity-survey-summary-report-2015.aspx
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PERSPECTIVE: 

Cultivating a World-Class 
Cyber Workforce
A N  I N T E R V I E W  W I T H  L T .  C O L .  V A L E R I E  H E N D E R S O N , 
S P O K E S W O M A N  F O R  T H E  D E P A R T M E N T  O F  D E F E N S E

$GDSWLQJ�DQG�UHVSRQGLQJ�WR�WKH�FRPSOH[LW\�RI�F\EHUVHFXULW\�LV�D�VLJQLȴFDQW�
challenge for government agencies. However, cyber threats are not going 
to wait around for agencies to be ready, so it’s crucial for government to 
get ahead of the curve. Focusing on process and technology can help 
improve cyber preparedness and response, but those don’t mean much 
without people. Evolving threats call for a similarly evolving workforce. But 
what does this workforce look like? We spoke with Lt. Col. Valerie Hender-
son, spokeswoman for the Department of Defense (DoD), to get a better 
idea about how the department is addressing the critical issue of cyberse-
curity personnel.

Ȋ(HFWLYH�F\EHUVHFXULW\�UHTXLUHV�YDULRXV�SHUVRQQHO�ZLWK�D�ZLGH�UDQJH�RI�
knowledge, skill and abilities working in coordination with one another,” 
VDLG�+HQGHUVRQ��Ȋ7KHUH�LV�QR�VXFK�WKLQJ�DV�D�ȆRQH�VL]H�ȴWV�DOOȇ�F\EHUVHFXULW\�
professional.” 

Clearly, many skills are needed, but for strategic direction, Henderson 
explained that the DoD established the Cyberspace Workforce Strategy 
(DCWS) in December 2013. The DCWS is outlined through six focus areas:

1. Establish a cohesive set of DoD-wide cyberspace workforce  
  management issuances. 

2. Employ a multi-dimensional approach to recruiting. 

3. Institutionalize continuous learning with greater focus on  
  evaluating the maturity of skills.

4. Retain TXDOLȴHG�SHUVRQQHO�

5. Expand threat knowledge. 

6. Understand crisis and surge requirements and options.  

Currently, the Department is in the process of implementing the DCWS be-
ginning with Focus Area 1, said Henderson. The DoD will publish a cohesive 
SROLF\�IRU�F\EHUVSDFH�ZRUNIRUFH�PDQDJHPHQW��ZKLFK�VFRSHV�DQG�GHȴQHV�
the cyberspace workforce. 

According to Henderson, the Department is also drafting a Cyberspace 
Workforce Framework (DCWF) – a lexicon of cyberspace roles – as another 
part of Focus Area 1. “The DCWF is the keystone to facilitate workforce 
transformation,” she said.

To develop this framework, the DoD is leveraging the National Initiative 
for Cybersecurity Education (NICE) Workforce Framework. “The NICE 
:RUNIRUFH�)UDPHZRUN�SURYLGHV�WKH�VWUXFWXUH�DQG�D�VLJQLȴFDQW�DPRXQW�RI�
FRQWHQW�WR�GHȴQH�WKHVH�VNLOO�UHTXLUHPHQWV�ȋ�VDLG�+HQGHUVRQ�

The NICE Framework organizes cybersecurity into seven high-level “cate-
gories,” with each one divided into several “specialty areas.” Each specialty 
DUHD�LGHQWLȴHV�VWDQGDUG�WDVNV�DQG�WKH�DELOLWLHV�QHHGHG�WR�VXFFHVVIXOO\�
complete those tasks. For example, the category “analyze” contains the 
specialty areas of source intelligence, exploitation analysis, threat analysis, 
and targets. To break it down even further, the specialty area of exploita-
tion analysis requires the task of, “Analyz[ing] collected information to 
identify vulnerabilities and potential for exploitation.” 

“The DCWF will establish an additional level of detail by identifying cyber 
work roles within each specialty area. This level of detail will enable DoD to 
establish workforce requirements, produce consistency and applicability 
of cyber skills and abilities, as well as promote a greater understanding of 
cybersecurity responsibilities as technology advances,” Henderson said. 

“The NICE Workforce Framework is currently limited to the cybersecurity 
ZRUNIRUFH��'R'�KDV�HVWDEOLVKHG�D�VHW�RI�GHȴQLWLRQV�IRU�WKH�F\EHUVSDFH�
workforce, which will be published in policy, DoD Directive 8140 – Cyber-



 
Ȋ(HFWLYH� 

F\EHUVHFXULW\�UHTXLUHV�
YDULRXV�SHUVRQQHO�ZLWK�D�

ZLGH�UDQJH�RI�NQRZOHGJH��VNLOO��
DQG�DELOLWLHV�ZRUNLQJ�LQ� 

FRRUGLQDWLRQ�ZLWK�RQH�DQRWKHU��
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space Workforce Management,” she said. “The 
GHȴQLWLRQV�LQFOXGH�DQ�RYHUDUFKLQJ�GHȴQLWLRQ�IRU�
F\EHUVSDFH�ZRUNIRUFH��DQG�GHȴQLWLRQV�IRU�IRXU�
skill-categories (cyberspace IT workforce, cyberse-
FXULW\�ZRUNIRUFH��F\EHUVSDFH�HHFWV�ZRUNIRUFH��DQG�
a sub-set of the intelligence workforce).”

By expanding the scope to address the entire DoD 
cyberspace workforce, the DCWF will facilitate:

• Career progression and assignment;  

• Human capital planning; and 

• Integration of cybersecurity responsibilities across the 
full-spectrum of the cyberspace workforce. 

 
Furthermore, she added, “The DCWF and the processes it enables will 
DOORZ�WKH�'R'�WR�PRUH�HHFWLYHO\�PDQDJH�LWV�ZRUNIRUFH�DQG�WKXV�PLWLJDWH�
SHUVRQQHO�VWDɝQJ�LVVXHV�ȋ�7KLV�LV�D�YHU\�LPSRUWDQW�WDVN��DV�WKH�'R'�KDV�
QRWHG�ȊȴHUFH�FRPSHWLWLRQȋ�IRU�WKH�QDWLRQȇV�OLPLWHG�SRRO�RI�KLJKO\�VNLOOHG�
cyber professionals. 

Finally, as stated in the DoD Workforce Cyber Strategy, Henderson em-
phasized that the department must seek to foster an environment where 
revolutionary innovation – enabled through cutting-edge technologies 
– produces a world-class workforce ready to meet any and all cyberspace 
challenges. 
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Reprioritizing to Enhance 
Cyber Capabilities
$Q�LQWHUYLHZ�ZLWK�%RE�/HQW]��0HPEHU�RI�)LUH(\HȇV�%RDUG�RI�'LUHFWRUV��3UHVLGHQW�RI�&\EHUVHFXULW\�6WUDWHJLHV��DQG�
IRUPHU�'HSXW\�$VVLVWDQW�6HFUHWDU\�RI�'HIHQVH�IRU�&\EHU��ΖQIRUPDWLRQ��DQG�ΖGHQWLW\�$VVXUDQFH

T hough government spending on cybersecurity continues to increase, 
PDQ\�DJHQFLHV�DUH�KDYLQJ�GLɝFXOW\�SURGXFLQJ�UHDO�UHWXUQ�RQ�WKHLU�

VLJQLȴFDQW�LQYHVWPHQWV��%RE�/HQW]�D�PHPEHU�RI�WKH�%RDUG�RI�'LUHFWRUV�DW�
FireEye, a security solutions provider, explained why allocation of security 
UHVRXUFHV�PXVW�FKDQJH�LQ�WKH�SXEOLF�VHFWRU��+H�DOVR�RHUHG�WKHVH�WKUHH�
steps to enhance cybersecurity strategies.

UPGRADE YOUR TECHNOLOGY
Ȋ7KH�ȴUVW�SULRULW\�LV�WKDW�ZH�QHHG�WR�PRYH�DZD\�IURP�WKH�OHJDF\�DUFKLWHF-
tures and move to a much more advanced type of architecture to deal with 
the advanced cyber threats targeting agencies,” said Lentz. “We can no 
ORQJHU�LQYHVW�LQ�OHJDF\�LQVWUXPHQWDWLRQ�WKDW�LV�SURYHQ�WR�EH�LQHHFWLYH�ȋ

Simply put, legacy technology cannot meet the challenges of new menaces. 
“We are still focusing on what I would call ankle-biting attacks, and we’re 
spending a disproportionate share of our resources on instrumentation to 
deal with these low level threats. But it’s the more advanced attacks that 
DUH�UHDOO\�KDYLQJ�D�VLJQLȴFDQW�LPSDFW�RQ�HQWHUSULVHV�ȋ�VDLG�/HQW]�

+H�H[SODLQHG�WKDW�RQH�UHDVRQ�PDQ\�DJHQFLHV�FRQWLQXH�WR�LQYHVW�LQ�LQHHF-
tive systems is because they are too focused on regulatory compliance. 
“You might check a box that says you have to have identity management or 
access control. You check that box and you walk away saying, ‘Well, I’ve met 
the spirit of the law.’ In fact, it could be a very weak form of access control 
that does not adequately address an organization’s threat environment. 
And unfortunately, this compliance mentality is creating a major gap where 
you’re not really putting your best instrumentation and capabilities in 
place.”

Instead of following regulations alone, agencies should invest in technolo-
gies that address their vulnerabilities. But before they do that, they have to 
assess their current state.

TACKLE YOUR VULNERABILITIES
“Priority number two is there needs to be very serious attention at the 
senior levels on regularly assessing your cyber readiness to deal with 
these attacks,” said Lentz. “And that will result in having senior level 
oversight and, therefore, a corresponding increase in budget to be able 
to deal with those threats.”

This oversight and budgeting should be dedicated to assessing current 
capabilities. “Agencies have to be much more rigorous in deploying red 
teams of their networks to assess their vulnerabilities,” said Lentz. “If you 

constantly test yourself, you’ll be able to know if you can contain these 
attacks and prevent them from getting to the crown jewels and causing 
VLJQLȴFDQW�GDPDJH�ȋ

At the same time, “You have to understand where your most important 
assets are,” continued Lentz. “I think [agencies] will quickly come to the 
conclusion that even though they may be meeting these compliancy 
UHTXLUHPHQWV��WKH\ȇUH�OHDYLQJ�WKHPVHOYHV�VLJQLȴFDQWO\�RSHQ�WR�DWWDFNV��6R�
I think you really need to look deeper inside your network and shift your 
resources around.”

STRENGTHEN YOUR SECURITY TEAMS
)LQDOO\��/HQW]�VDLG�WKDW�DJHQFLHV�PXVW�IRFXV�RQ�ȴOOLQJ�WKH�JDS�LQ�F\EHU�VNLOOV��
He again related this need to inherited architecture problems. “What we 
have found is that we have a lot of these legacy capabilities that are pretty 
much taking over enterprises and, in fact, they’re actually increasing the 
complexity of managing threats,” he explained. “It’s actually making the 
manpower and human resource problem much more weighty than it really 
needs to be.”

Therefore, “The third priority is to focus on training the workforce and to 
leverage automated tools so that this workforce can focus on the increas-
ing number of sophisticated, complex attacks,” said Lentz.

As agencies transition technologies, they must also ensure they provide 
the necessary training to network administrators. “If you look at the 
breaches that are occurring, in some cases they’ll have instrumentation 
that is pretty good, but they’re just not using it right,” said Lentz. Increased 
focus on personnel education can ensure technology investments aren’t 
diminished by inappropriate use.

In addition to training for manual tasks, security should also be automated 
whenever possible. “Increased automation will allow you to make up for a 
lot of the talent gap,” explained Lentz. “It will let you quickly sift through the 
noise, to look for those attacks that are going to be the most lethal. And 
then when there are attacks that are successful, you can more quickly stop 
them from having serious impact on your enterprise.”

Lentz concluded, “You need to look deeply inside your network, 
re-architect your priorities, and invest in the right things. If you can do 
that, you’ll implement the right techniques that will allow you to more 
HHFWLYHO\�PDQDJH�\RXU�HQWHUSULVH�DQG�UHGXFH�WKH�VWUDLQ�RQ�KXPDQ�
UHVRXUFHV�VLJQLȴFDQWO\�ȋ



D H S  A N D  S T A T E  G O V E R N M E N T S  P O O L  K N O W L E D G E 
A N D  R E S O U R C E S  T O  E N H A N C E  S E C U R I T Y

NATIONAL
GUARD
PARTNERSHIPS
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N R�PDWWHU�KRZ�PXFK�WHFKQRORJ\��PRQH\��DQG�VWD�\RX�LQYHVW�LQ�
cybersecurity, there will always be more that you can do to secure 

your organization. Simply put, the exponential growth in the number and 
complexity of cyberattacks means that there will always be a new threat 
requiring new counter tactics.

Unfortunately, agency budgets cannot ceaselessly expand as threats arise. This 
is especially true for state and local governments, whose smaller budgets and 
workforces are already strained to maintain a holistic security organization. 

That being the case, agencies must shore up resources outside their four 
walls in order to constantly enhance their cyber toolset without dedicating 
more resources. By partnering with both public and private sector entities, 
government agencies can learn from others, share resources, and ulti-
mately bolster their defenses. The two case studies in this section examine 
how government organizations on the state and national levels are using 
partnership models for security. 

CASE STUDY #1: NATIONAL GUARD 
PARTNERSHIPS IN WASHINGTON AND MICHIGAN
Washington and Michigan are just two states that have endeavored in 
recent years to strengthen their network defenses with help from federal 
entities. But what sets these two states apart from their larger cohort is the 
means by which they coordinate with the higher level of government. Both 
states have partnered with their local National Guard.

ΖQ�PDQ\�ZD\V��EDUULHUV�WR�F\EHUVHFXULW\�DUH�GLHUHQW�IRU�VWDWH�DQG�IHGHUDO�
JRYHUQPHQWV��)XQGLQJ�DQG�UHVRXUFHV�DUH�WKH�PRVW�REYLRXV�GLHUHQWLDWRUV��
ZLWK�VWDWHV�PDLQWDLQLQJ�VPDOOHU�EXGJHWV�DQG�VWD��

However, both levels of government face many similar challenges too. For 
LQVWDQFH��ERWK�D�IHGHUDO�DJHQF\�DQG�D�VWDWHȇV�&Ζ2�RɝFH�PXVW�FRRUGLQDWH�
across numerous departments to secure the entire organization. Both 
KDYH�WR�VWD�D�UREXVW�F\EHU�IRUFH�ZLWK�IHZHU�UHVRXUFHV�WKDQ�WKH�SULYDWH� 
 

TACTIC #3: 

Partner with Others

sector. Finally, both face cyberattacks that target secure networks with 
constantly evolving tactics. 

2ɝFLDOV�LQ�VWDWHV�VXFK�DV�:DVKLQJWRQ�DQG�0LFKLJDQ�KDYH�UHFRJQL]HG�WKDW�
WKHVH�VKDUHG�F\EHUVHFXULW\�FKDOOHQJHV�RXWZHLJK�JRYHUQLQJ�GLHUHQFHV�DQG�
that, by partnering with federal agencies, they might learn common best 
practices while simultaneously supplementing their limited resources. So 
why not go directly to the federal government for support? 

This is where the divide between state and federal becomes more evident. 
While the CIO reigns supreme at the state level of cybersecurity, there is no 
one-stop-shop for cyber on a federal level. The Department of Homeland 
Security (DHS), the Federal Bureau of Investigation (FBI), and many regu-
ODWRU\�ERGLHV�KDYH�RHUHG�WR�VKDUH�WKHLU�EHVW�SUDFWLFHV�ZLWK�QRQ�IHGHUDO�
RUJDQL]DWLRQV��%XW�IRU�D�VWDWH�RɝFH�DOUHDG\�EXUGHQHG�ZLWK�ȴQDQFLDO�DQG�
VWD�FRQVWUDLQWV��LW�FDQ�EH�FKDOOHQJLQJ�WR�DFFHVV�FRKHVLYH�F\EHU�UHVRXUFHV�
from myriad intelligence, security, and defense agencies. 

Enter the National Guard. The force’s particular organizational structure 
and expertise in security make it an ideal partner for states hoping to reap 
JUHDWHU�UHVRXUFHV�IURP�IHGHUDO�F\EHUVHFXULW\�HRUWV��

The National Guard occupies a unique position in the hierarchical structure 
of government, because the federal and individual state governments dual-
ly employ the military force. As a result, the force already has the channels 
in place to coordinate with both government levels, making it the perfect 
ERG\�WR�OLDLVH�EHWZHHQ�WKH�WZR��6WDWH�RɝFHV�FDQ�WDNH�DGYDQWDJH�RI�WKHVH�
already established communication channels to better access federal 
information. 

In addition to being the ideal link between state and federal government, 
WKH�1DWLRQDO�*XDUG�SURYLGHV�RWKHU�EHQHȴWV�DV�D�F\EHUVHFXULW\�WKRXJKW�
SDUWQHU��ΖWV�H[SHUWLVH�LQ�GLVDVWHU�UHVSRQVH��DV�ZHOO�DV�LWV�SUHGHȴQHG�
coordination mechanisms with disaster response agencies at both levels 
RI�JRYHUQPHQW��FDQ�EXHU�D�VWDWHȇV�LQFLGHQW�UHVSRQVH�LQ�WKH�HYHQW�RI�D�
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traumatic attack on a state’s cyber system. Moreover, the National Guard 
PDLQWDLQV�F\EHUVHFXULW\�H[SHUWV�RI�LWV�RZQ�ZKR�FDQ�RHU�WKHLU�WHVWHG�EHVW�
practices, analyze states’ cyber vulnerabilities, and even run cyber exercises 
for state systems. 

7KH�:DVKLQJWRQ�1DWLRQDO�*XDUG�SURYLGHG�WKH�ODWWHU�DVVLVWDQFH�IRU�WKH�ȴUVW�
time in fall 2013, while Michigan’s Guard partnership continues to focus on 
VKDULQJ�UHVRXUFHV�DQG�FRRUGLQDWLRQ�HRUWV��2Q�WKH�ZKROH��ERWK�SDUWQHU-
VKLSV�KDYH�OHG�WR�EHWWHU�FRRUGLQDWHG�VWDWH�F\EHUVHFXULW\�HRUWV��:KDWȇV�
more, the partnerships have encouraged other states — most recently 
New Jersey and New York — to consider how their National Guard can 
provide support for state cybersecurity.

CASE STUDY #2: DEPARTMENT OF HOMELAND 
SECURITY C3 VOLUNTARY PROGRAM
Even an agency as dynamic and robust as DHS can’t secure every com-
ponent of our nation’s critical infrastructure from cyberattacks. In 2013, 
Executive Order 13636 drew attention to this fact and also established 
expectations for how DHS could better ensure the ongoing protection of 
physical and virtual U.S. assets. The order stated, “We can achieve these 
goals through a partnership with the owners and operators of critical infra-
structure to improve cybersecurity information sharing and collaboratively 
develop and implement risk-based standards.”

DHS answered this mandate by creating the Critical Infrastructure 
Cyber Community C3 Voluntary Program. “C3” (pronounced C-cubed) is 
a nod to the three objectives of the program, outlined by DHS:

• Converging critical infrastructure community resources to support 
cybersecurity risk management and resilience through use of the 
[NIST Cybersecurity] Framework;

• Connecting critical infrastructure stakeholders to the national resil-
LHQFH�HRUW�WKURXJK�F\EHUVHFXULW\�UHVLOLHQFH�DGYRFDF\��HQJDJHPHQW�
and awareness; and

• Coordinating�FULWLFDO�LQIUDVWUXFWXUH�FURVV�VHFWRU�HRUWV�WR�PD[LPL]H�
national cybersecurity resilience.

Put less alliteratively, the program is meant to merge local agencies and 
SULYDWH�RUJDQL]DWLRQV�ZLWK�IHGHUDO�'+6�F\EHUVHFXULW\�HRUWV��ΖW�ZLOO�DOVR�
provide a coordinating structure for that partnership.

As the name indicates, participation in C3 is voluntary. However, organi-
]DWLRQV�KDYH�D�ORW�WR�JDLQ�E\�XVLQJ�WKH�SURJUDP��VLQFH�SDUWLFLSDWLRQ�RHUV�
immediate access to multiple federal cyber resources and exposure to 
best practices from industry leaders and state and local governments.

The program focuses on three activities. First, it helps smaller agencies 
and large organizations implement the NIST framework by proactively 
SURYLGLQJ�ULVN�PDQDJHPHQW�JXLGDQFH�DQG�VHFWRU�VSHFLȴF�XVHU�VXSSRUW��
Second, it creates a coordination point so that private organizations can 
ȴQG�WKH�F\EHUVHFXULW\�LQIRUPDWLRQ�DQG�JXLGHOLQHV�WKH\�QHHG�ZLWKRXW�KDYLQJ�
to navigate multiple agencies. But in the true spirit of partnership, DHS also 
IRFXVHV�RQ�D�WKLUG�DFWLYLW\��XVLQJ�SULYDWH�VHFWRU�NQRZOHGJH�WR�EXHU�LWV�RZQ�
cyber defense mechanisms. 

As stakeholders implement federal guidelines, DHS asks program vol-
XQWHHUV�WR�RHU�IHHGEDFN�DERXW�KRZ�WKHLU�UHFRPPHQGHG�F\EHUVHFXULW\�
tactics work in the real world, why they don’t in some cases and, most 
importantly, what DHS can do to better safeguard the nation’s cyber 
GHIHQVHV��8OWLPDWHO\��WKH�SDUWQHUVKLS�VKRXOG�EXHU�WKH�DELOLW\�RI�HYHU\�
participant — private sector organizations, state agencies, and DHS — to 
protect the nation’s critical infrastructure from cyberattacks.

As DHS becomes more adept at coordinating among critical infrastructure 
stakeholders, it hopes to widen participation in the C3 Voluntary Program 
to include businesses of all sizes and any agencies involved in critical infra-
structure cybersecurity.

http://www.timesunion.com/business/article/National-Guard-to-provide-cybersecurity-5899638.php
http://www.timesunion.com/business/article/National-Guard-to-provide-cybersecurity-5899638.php
https://www.federalregister.gov/articles/2013/02/19/2013-03915/improving-critical-infrastructure-cybersecurity
http://www.dhs.gov/about-critical-infrastructure-cyber-community-c%C2%B3-voluntary-program
http://www.dhs.gov/about-critical-infrastructure-cyber-community-c%C2%B3-voluntary-program
http://www.dhs.gov/blog/2014/02/12/dhs-launches-c%C2%B3-voluntary-program


W ith limited funding and resources, how can local governments 
combat the wide array of sophisticated cyber threats? If major 

corporations and federal agencies are vulnerable, where does that leave a 
municipality? 

We sat down with David L. Stevens, CIO of Maricopa County, Ariz., to gain 
insight into how his county and other localities can face this challenge and 
keep their networks secure. Key takeaways involved planning, automating, 
and measuring your cyber strategy while simultaneously ensuring it’s not 
an impediment to public operations. 

PLANNING AND AUTOMATION
No matter what level of government you secure, breaches will inevitably 
occur. Stevens understands this and, accordingly, has established a re-
sponse plan to address them. 

“For us, when laying the foundation for our cybersecurity strategy, a real 
priority was placed on our incident response plan,” he said. “I believe it 
is a fundamental need that transcends the particular sector or business 
you operate in and government is no exception. Additionally, working with 
P\�&KLHI�ΖQIRUPDWLRQ�6HFXULW\�2ɝFHU��&Ζ62���0LFKDHO�(FKROV��DQG�KLV�WHDP�
of professionals was essential for aligning services and risk and security 
management to our business.” 

A key component of cybersecurity operations is automation. Automation 
uses behavior-based analytics to automatically block certain attack types 
inline before they are able to circumvent network-based controls. More-
over, the correlation of events is necessary using Security Information and 
(YHQW�0DQDJHPHQW��6Ζ(0��WRROV�LQ�DQ�HRUW�WR�GHPRQVWUDWH�WKH�VFRSH�RI�
risk for systems that have been attacked and are known to be vulnerable 
to such attacks. 

“These software packages are capable of automatically responding to 
potential threats as opposed to waiting for some sort of a manual interven-
WLRQ�E\�D�VHFXULW\�DQDO\VW�ȋ�6WHYHQV�H[SODLQHG��Ȋ7KLV�SUHVHQWV�D�VLJQLȴFDQW�
value in terms of blocking threats as well as freeing up resources to spend 
more time, not reacting, but rather being proactive and in the hunt.” 

0RUH�VSHFLȴFDOO\��0DULFRSD�&RXQW\�OHYHUDJHV�DXWRPDWHG�VROXWLRQV�WR�WDUJHW�
and derail attacks before execution. “We have deployed Threat Emulation 
technology inline, so that it automatically stops malware from calling back to 
the Internet,” said Stevens. “This is in opposition to what Target did, which is 
to detect the threat and then attempt to respond with a human being.” 

7KUHDW�(PXODWLRQ�WHFKQRORJ\�LGHQWLȴHV�QHWZRUN�WKUHDWV�DQG�RSHQV��RU�ȊHPX-
lates,” them in secure, virtual “sandboxes.” This inline deployment stops the 
PDOLFLRXV�ȴOHV�DQG�SUHYHQWV�WKHP�IURP�HVFDSLQJ�DQG�EUHDFKLQJ�WKH�QHWZRUN��
0DOLFLRXV�ȴOH�LQIRUPDWLRQ�LV�WKHQ�VKDUHG�VR�Ζ7�SHUVRQQHO�FDQ�FKHFN�WKH�V\V-
tem for any other similar threats and avoid them in the future. 

SECURING WITHOUT DISRUPTING 
Keeping your network secure is obviously a key objective for a CIO, but 
security can’t be so strict or complex that it creates a burdensome system 
for public employees.

“Deploying automated response technology was a risk decision given the 
impact that many intrusion prevention systems cause in environments, 
creating business issues, for example,” Stevens said. “This may present a 
risk to users’ ability to execute day-to-day work.” 

%XW�6WHYHQV�KDV�WULHG�WR�ȴQG�WKH�ULJKW�EDODQFH�EHWZHHQ�VHFXULW\�DQG�
ease of business. By frequently consulting with the CISO and referring to 
F\EHUVHFXULW\�FKHFNOLVWV�IURP�VWDWH�DQG�IHGHUDO�UHJXODWRU\�ERGLHV��KLV�RɝFH�
evaluates the amount of risk it’s willing to take. 

PERSPECTIVE:  

The Balancing Act of 
Performance & Security
A N  I N T E R V I E W  W I T H  D A V I D  L .  S T E V E N S ,  
C H I E F  I N F O R M A T I O N  O F F I C E R  O F  M A R I C O P A 
C O U N T Y ,  A R I Z .
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IURQW�ȋ 
-David L. Stevens
CIO, Maricopa, AZ

“A ‘hard stop’ to any seemingly vulnerable operations is not a good solu-
WLRQ�ȋ�VDLG�6WHYHQV��Ȋ5DWKHU��\RX�VKRXOG�GHȴQH�WKH�ULVN�DQG�WKH�SRWHQWLDO�
liability so that you can make an educated decision.” 

Smart cyber strategy is also about developing clear expectations for em-
ployees, which helps reduce operational impediments. “The communica-
tion of the strategy to our employees and implementation of the technolo-
gy has resulted in very few issues for users and the proactive mitigation of 
some potentially serious threats,” Stevens said. 

“We have also had great success in communicating to our users what 
the core threats are: malware, advanced persistent threats, and denial of 
service attacks,” he continued. “We have gone to great lengths to get as 
many people as we can to understand those concepts, and it has resulted 
in them helping us identify threats where our controls may fail.”

MEASURING EFFECTIVENESS 
Communication, preparation, and automation are a few fundamental 
aspects of a cybersecurity strategy. But with scarce resources, how do 
you ensure that your strategy is working? What valuable metrics do your 
solutions demonstrate? 

“You need an honest assessment of your security operations, architecture, 
and governance up front,” said Stevens. You can evaluate your system 
XVLQJ�GLHUHQW�GLDJUDPV�RU�EHQFKPDUNV��VXFK�DV�WKRVH�IURP�1Ζ67��:KHQ�
you discover vulnerabilities, he suggested driving your investments and 
strategies toward improving those areas.

From a day-to-day operational perspective, Stevens utilizes dashboards the 
CISO prepared that help visualize and prioritize threats. He then looks at 
the most pressing, relevant threats and works with the security profession-
als to determine how many of those can be successfully dealt with by his 
security operation center or trusted business partners.

“We set key performance indicators for the security operation center and 
say, for example, out of 100 threats, you need to be able to respond to 95 
of those within a determined period of time,” he said. 

By focusing on cyber preparedness and leveraging technological solutions 
that shore up personnel, Stevens highlighted how budget-constrained 
governments can make the most of their scarce resources. And by making 
network security a priority and an essential responsibility of everyone, 
along with planning and strong cyber professionals, government opera-
tions can continue to function without limiting business operations.
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Better security
for a 

better
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and compliant foundation to 
enable your agency to thrive.

Discover strong security that enables 
growth at Dell.com/security.

NSS Labs Next-Generation Firewall Product Analysis Report 

Navigating the NIST Cybersecurity Framework  

Cybersecurity Solutions for Government

Dell’s NIST Cybersecurity Framework Self-Assessment Survey

How the Pentagon Can Tackle the Cyber Attribution Problem

http://dell.com/security
https://software.dell.com/techbrief/nss-labs-next-generation-firewall-product-analysis-report824680
http://software.dell.com/docs/navigating-the-nist-cybersecurity-framework-white-paper-71745.pdf
http://software.dell.com/documents/cybersecurity-solutions-for-government-datasheet-27559.pdf
http://survey.confirmit.com/wix5/p3069321985.aspx
https://software.dell.com/techbrief/how-the-pentagon-can-tackle-the-cyber-attribution-problem-third-party874667
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Building Security into  
Agency Performance
$Q�LQWHUYLHZ�ZLWK�*HQH�6WURPHFNL��)HGHUDO�6DOHV�6SHFLDOLVW��DQG�'PLWUL\�$\UDSHWRY��3URMHFW�0DQDJHU 
DW�'HOO�6RQLF:$//

T he IT landscape is more interconnected and complex than ever 
before. The increasing number of initiatives involving telework, bring-

your-own-device (BYOD) and the Internet of Things (IoT) allow for greater 
HPSOR\HH�ȵH[LELOLW\��HɝFLHQF\��DQG�FRQQHFWHGQHVV�Ȃ�EXW�LW�DOVR�SUHVHQWV�
serious cybersecurity risks.

So how can agencies stay secure without hampering performance and ser-
vice delivery? We spoke with Gene Stromecki and Dmitriy Ayrapetov, both 
from Dell SonicWALL, a network and security solutions provider, to learn 
more about the increasing complexity of federal IT. They also discussed 
why a holistic cyber approach is needed to stay secure and how solutions 
from Dell SonicWALL can help your agency meet the critical balance of 
performance and security. 

PRIORITIZE CYBERSECURITY
An increasing complexity and the pervasive presence of threats require 
cybersecurity to be a primary consideration for agency leadership. “Se-
FXULW\�LV�QR�ORQJHU�MXVW�DQ�LVVXH�IRU�WKH�Ζ7�VWD�Ȃ�LWȇV�QRZ�H[WHQGLQJ�WR�WKH�
whole organization,” said Stromecki. “The impact of [cyberthreats] can be 
VXEVWDQWLDO��ΖQ�JRYHUQPHQW��LW�DHFWV�UHSXWDWLRQ�EXW�DOVR�WKH�DELOLW\�RI�DQ�
agency to deliver on its mission of service to citizens.” Illustrating this point, 
a McKinsey report found that cyberattacks could cost the world $3 trillion 
in lost productivity and growth by 2020. 

Ayrapetov further emphasized the critical role of security in agency oper-
ations. “Security cannot be an afterthought; it has to be designed into all 
projects,” he said. “With growing complexity, the risks become bigger and 
there are more entry points into the network. It takes just one slip-up in 
security to be compromised.” 

PROTECT THE ENTIRE DATA LIFECYCLE
7R�PHHW�WKHVH�GLɝFXOW�GHPDQGV��DJHQFLHV�KDYH�WR�EH�SHUVLVWHQW�LQ�WKHLU�VH-
FXULW\�HRUWV��7KH\�QHHG�WR�WKLQN�DERXW�WKH�HQWLUH�OLIHF\FOH�RI�WKHLU�GDWD�DQG�
all of its potential end-points. “At the end of the day, security comes down 
to protecting the data,” said Ayrapetov. “You need to start thinking about 
where the data lives: in servers, phones, computers, etc. When it lives in all 
those devices, how is it protected?” 

For example, if a private contractor requests information, many questions 
need to be asked. What is being uploaded? Is the data going through an 
encrypted tunnel? Are credentials and access privileges being inspected? If 
FUHGHQWLDOV�DUH�VWROHQ��LV�WZR�IDFWRU�LGHQWLȴFDWLRQ�LQ�SODFH"�

“Throughout the data lifecycle, we have to make sure that every step of the 
way is secure,” said Ayrapetov. “If you are insecure by design, you will be 
breached.” 

 

VISUALIZE A HOLISTIC APPROACH 
When there are so many moving parts and vulnerable access points, agen-
cies need to look beyond individual network elements. With this in mind, 
government is adopting a holistic cyber approach. 

“[The holistic approach] requires the need for sophisticated identity and 
access management tools, the ability to manage privileged passwords and 
privileged users, the need for technology such as encryption on the end-
SRLQW��DQG�RI�FRXUVH�WKH�QH[W�JHQHUDWLRQ�ȴUHZDOO��ZKHUH�'HOO�LV�D�OHDGLQJ�
provider,” Stromecki said. 

It is crucial for these tools to interoperate. “For example, an alert from a 
ȴUHZDOO�DOORZV�\RX�WR�GLVDEOH�D�SDUWLFXODU�SDUW�RI�WKH�QHWZRUN�RU�SDUWLFXODU�
endpoint devices in the case of an incident,” he said. 

'HOO�RHUV�KROLVWLF�SURWHFWLRQ�E\�VHFXULQJ�WKH�QHWZRUN��XVHU��GDWD��DQG�HQG-
points. “Dell will monitor the network, help organizations create a plan and 
a security stance, analyze the security stance in an organization, and help 
respond to threats,” said Ayrapetov. 

Additionally, Ayrapetov noted that network monitoring can generate giga-
bytes of data per day, so Dell helps agencies pick out the signal from the 
QRLVH�LQ�RUGHU�WR�UHVSRQG�HHFWLYHO\�WR�LQFLGHQWV��

ALIGN SECURITY STRATEGY TO ORGANIZATIONAL 
NEEDS
But while security is paramount, Stomecki and Ayrapetov both agreed that 
an agency that is completely locked down cannot function and carry out its 
mission. 

“Dell’s technologies have been optimized and engineered into systems to 
provide comprehensive and thorough components of security without 
substantially impacting network performance,” said Stromecki. “Ultimately, 
networks are designed for their end users to be able to accomplish their 
WDVNV�DQG�WKH�DJHQF\�WR�IXOȴOO�LWV�PLVVLRQ��6HFXULW\�Ȃ�ZKLOH�HVVHQWLDO�Ȃ�FDQQRW�
bring the network to its knees.” 

Beyond simply deploying technology, government needs to weave these 
solutions into an overall environment of security, developing what Strome-
cki called a “security playbook.” “[Agencies] need technologies that can 
detect compromises when they occur and understand the implications so 
that they can be contained,” he explained. “Then, they need to move into 
a situation of detailed forensics that gets to the root cause of the event to 
understand it and prevent it from reoccurring. It’s a continuous cycle.” 

By protecting networks and complying with security protocols without 
LPSHGLQJ�DJHQF\�SHUIRUPDQFH��'HOO�IDFLOLWDWHV�DQ�HHFWLYH�DQG�KROLVWLF�
cybersecurity approach for government.
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CENTRALIZED 
IT SERVICES

TACTIC #4:  

Take an Enterprise Approach

M any large organiza-
tions face more than 

1,000 cyberattacks per day that 
constantly evolve in response to 

the defensive systems they encounter. 
Agencies must move beyond traditional IT 

management, where threats are placed in silos 
based on particular types of attacks or targets. 

$�1DWLRQDO�$VVRFLDWLRQ�RI�6WDWH�&KLHI�ΖQIRUPDWLRQ�2ɝFHUV��1$6&Ζ2��report 
explains how piecemeal approaches to cybersecurity are often unevenly 
applied, creating gaps in information and critical infrastructure security. 
ΖQVWHDG��D�KROLVWLF�YLHZ�WKDW�RHUV�HFRQRPLHV�RI�VFDOH��HDVHV�DGPLQLVWUDWLRQ��
and improves responsiveness is necessary. This is the enterprise approach. 

7KH�PRVW�HHFWLYH�F\EHU�strategies produce accurate assessments of the 
risks associated with each agency system and for the network as a whole. 
This enables greater visibility into your networks and better anticipation 
of and preparation for attacks. This transparency also facilitates greater 
resource allocation and prioritization.

Congress has emphasized the importance of this approach, setting aside 
VLJQLȴFDQW�IXQGLQJ for the Continuous Diagnostics and Mitigation (CDM) 
program — which we explore below. Our other case study examines the 
HɝFLHQFLHV�WKH�VWDWH�RI�1HYDGD�DFKLHYHG�YLD�WKH�HQWHUSULVH�DSSURDFK�

CASE STUDY #1: NEVADA’S ENTERPRISE 
APPROACH 
By 2012, Nevada had so many cyberthreats that it was hard for the state’s 
IT department to keep up. Millions of daily attacks led to hundreds of 
security incidents while the state failed to uphold even standard security 
measures. Its cybersecurity strategy was in critical need of improvement. 

Current Nevada CIO David Gustafson joined the state’s Enterprise IT 

Services in 2009 and suggested utilizing an enterprise-level approach. 
Nevada Governor Brian Sandoval was onboard with this plan, and issued a 
directive calling for the state’s cabinet to consolidate and integrate security 
XQGHU�WKH�RɝFH�RI�(QWHUSULVH�Ζ7�6HUYLFHV��7KLV�ZDV�D�QHFHVVDU\�EXW�FKDO-
lenging mandate.

Prior to the governor’s mandate endorsing an enterprise solution, agencies 
dealt with information security issues independently. To consolidate 
control with limited resources, Gustafson and his CISO Christopher Ipsen 
inspected the current IT infrastructure and prioritized their top four secu-
rity concerns to address. These included application whitelisting to prevent 
unauthorized or harmful programs from running, patching applications, 
correcting system vulnerabilities, and restricting administrative privileges. 

ΖQ�DGGLWLRQ�WR�FRQVROLGDWLQJ�LQWHUQDO�FRQWUROV��1HYDGD�RɝFLDOV�GHSOR\HG�DQ�
enterprise approach for their user accounts. Previously, users accessed 
government information from disparate endpoints, with various creden-
tials and login protocols. To provide greater perimeter security, Nevada 
applied a single solution that provided integrated security tools, automated 
DFFHVV�SULYLOHJH�ZRUNȵRZV��FRQVROLGDWHG�UHSRUWLQJ��DQG�OD\HUHG�VHFXULW\�
across all endpoints. 

This new enterprise approach can continuously monitor endpoint controls 
and attempted virus intrusions. With this information, state IT services can 
utilize event correlation, trending, and analysis to further understand and 
visualize state assets.

Today, more than half of Nevada’s agencies are part of the centralized 
security system. The enterprise approach has led to cost savings, improved 
VHFXULW\��DQG�LQFUHDVHG�EXVLQHVV�HɝFLHQFLHV��2YHU�WKUHH�\HDUV��1HYDGD�
paid $1.1 million to deploy security technology on 17,000 endpoints 
through an enterprise solution. The price would have been more than 
triple that ($3.5 million) if the state had purchased the solution for each 
agency separately — as was the standard procurement method. This ap-

N E V A D A  A N D  D H S  I N T E G R A T E  T E C H N O L O G Y  A N D  S T R A T E G Y  T O 
A C H I E V E  H O L I S T I C  C Y B E R S E C U R I T Y

http://www.boozallen.com/media/file/Dynamic-Defense-Building-Enterprise-wide-Cybersecurity-vp.pdf
http://www.boozallen.com/media/file/Dynamic-Defense-Building-Enterprise-wide-Cybersecurity-vp.pdf
http://www.gsnmagazine.com/article/30287/enterprise_cyber_security_case_using_analytics_man
http://www.gsnmagazine.com/article/30287/enterprise_cyber_security_case_using_analytics_man
http://www.nascio.org/advocacy/cybersecurity/Promoting_Cybersecurity_in_the_States.pdf
http://www.nascio.org/advocacy/current/NASCIO_Cybersecurity_Call_to_Action_Final.pdf
http://fcw.com/Whitepapers/2015/02/Carahsoft-CDM-Whitepaper-020215/Download.aspx
http://it.nv.gov/
http://it.nv.gov/
http://www.govtech.com/security/Nevada-Cybersecurity-Enterprise-Solution-Reduced-Incidents-by-80-Percent.html
http://www.govtech.com/security/Nevada-Cybersecurity-Enterprise-Solution-Reduced-Incidents-by-80-Percent.html
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proach not only saved money, but also has seen monthly security incidents 
decrease from 155 to 30 — an 80 percent reduction.

Piecemeal and decentralized cybersecurity approaches are costly and 
leave your network and your organization as a whole vulnerable, as Neva-
GDȇV�ZDV�RQO\�D�IHZ�\HDUV�DJR��%\�UHFRJQL]LQJ�WKH�EHQHȴWV�RI�WKH�HQWHUSULVH�
approach, though, the state’s information security is now much better. 
Educational institutions have also picked up on the trend. The University 
of Nevada at Reno has a newly established Cyber Security Center that 
largely focuses on a holistic approach to cybersecurity. Looking forward 
and knowing cyberthreats will only worsen, establishing comprehensive 
and dynamic enterprise strategies will help keep Nevada secure.

CASE STUDY #2: CONTINUOUS DIAGNOSTIC AND 
MITIGATION 
CDM is a federal program that improves preparedness and reduces 
system vulnerabilities, so that that government can become more agile 
DQG�HɝFLHQW�LQ�FRPEDWLQJ�F\EHUWKUHDWV��6LPLODU�WR�1HYDGDȇV�DSSURDFK��
CDM provides a real-time, holistic view enterprise wide so agencies can 
understand the assets they have, the roles of those assets, and where risks 
are arising. 

'+6�HVWDEOLVKHG�WKH�&'0�SURJUDP��ZLWK�JXLGDQFH�IURP�WKH�2ɝFH�RI�
Management and Budget (OMB) and NIST. For funding support, DHS’ 2015 
DSSURSULDWLRQV�ELOO�VSHFLȴHV�WKDW�SDUW�RI�WKH�$140 billion set aside for the 
Federal Network Security program should be used “to provide adequate, 
ULVN�EDVHG�DQG�FRVW�HHFWLYH�F\EHUVHFXULW\��LQFOXGLQJ�WKH�DFTXLVLWLRQ�DQG�
operation of a continuous monitoring and diagnostics program.”

CDM helps federal agencies expand continuous diagnostic capabilities by 
increasing their network sensor capacity, automating sensor collections, 
DQG�SULRULWL]LQJ�ULVN�DOHUWV��7R�LPSOHPHQW�&'0��'+6�ȴUVW�KHOSV�DQ�DJHQF\�
VHW�XS�WKH�SURSHU�VHQVRUV�WR�FRQGXFW�DQ�DXWRPDWHG�VHDUFK�IRU�F\EHU�ȵDZV��

Once established, the data from these sensors feeds into a local dash-
board and exports customized reports. The reports then alert network 
DGPLQLVWUDWRUV�WR�WKH�PRVW�FULWLFDO�ȵDZV�DQG�ULVNV�EDVHG�RQ�D�ZHLJKWHG�
VFRUH��VR�WKH\�FDQ�DSSURSULDWHO\�DOORFDWH�UHVRXUFHV�WR�PLWLJDWH�ȵDZV��

Finally, progress is tracked through dashboards and summary information 
can be shared among sister networks, and also fed into an enterprise-level 
dashboard. This process is repeated every 72 hours.

Full visibility into massive organizations in such a short time period can be 
very challenging. This is why prioritizing and leveraging technology is so 
important. According to FCW, there are three top priorities for CDM:

• Automation is the only practical way to assess all network as-
sets every 72 hours. This would be virtually impossible for already 
resource-constrained agencies to do manually. Automation prioritizes 
events so only the worst require human attention, and also eliminates 
the threats that may require a response within milliseconds.

• Continuous, real-time monitoring prevents a threat that has 
entered a network from spreading and compromising dozens of 
machines. Continuous monitoring helps spot the breach quickly, so it 
can be contained and eradicated.

• Big data analytics draws insight from disparate data (mobile, sen-
VRUV��H�PDLO��WH[WV��LPDJHV��SKRQH�ORJV��HWF����DOORZLQJ�VWD�WR�TXLFNO\�
FRQQHFW�WKH�GRWV�DFURVV�GLHUHQW�V\VWHPV�DQG�DSSOLFDWLRQV�LQ�WKH�Ζ7�
infrastructure.

CDM is just getting started at many agencies, but those that have imple-
PHQWHG�WKH�SURJUDP�KDYH�VHHQ�VXEVWDQWLDO�EHQHȴWV��)RU�H[DPSOH��WKH�
6WDWH�'HSDUWPHQW�OHG�WKH�FKDUJH�LQ������ZLWK�WKH�ȴUVW�&'0�W\SH�SURJUDP�
and has reported reductions of up to 90 percent in security risk. Fur-
thermore, in a MeriTalk study, security managers praised CDM for its ben-
HȴWV��LQFOXGLQJ�OHVV�RSHUDWLRQDO�LQIRUPDWLRQ�VHFXULW\�ULVN�RI�Ζ7�V\VWHPV�����
percent) and improved prioritization and risk management (55 percent).

To provide a consistent, government-wide set of CDM solutions and help 
other agencies achieve similar results, DHS and the General Services 
Administration (GSA) established an acquisition vehicle known as a blanket 
purchase agreement, or BPA, for continuous diagnostic capabilities. This 
way, all agencies can improve their cyber readiness and support adequate, 
ULVN�EDVHG��DQG�FRVW�HHFWLYH�VHFXULW\�VROXWLRQV�

CONTINUOUS 
DIAGNOSTIC & 

MITIGATION

http://www.unr.edu/nevada-engineering/cyber
http://fcw.com/Whitepapers/2015/02/Carahsoft-CDM-Whitepaper-020215/Download.aspx
http://fcw.com/Whitepapers/2015/02/Carahsoft-CDM-Whitepaper-020215/Download.aspx
http://fcw.com/Whitepapers/2015/02/Carahsoft-CDM-Whitepaper-020215/Download.aspx
http://www.businesswire.com/news/home/20140602005261/en/Cyber-Security%E2%80%99s-Continuous-Diagnostics-Mitigation-Report-Finds#.VOJePikT5UQ
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The only security platform that prevents cyber attacks. Our multi-layered defense system 

protects against the broadest range of threats. Free your teams to increase productivity 

and ensure mission readiness with Palo Alto Networks.

To learn more, visit go.paloaltonetworks.com/govloop
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Assuming a Platform 
Approach to Cybersecurity
$Q�LQWHUYLHZ�ZLWK�3DPHOD�:DUUHQ��'LUHFWRU�RI�*RYHUQPHQW�DQG�ΖQGXVWU\�ΖQLWLDWLYHV�DW�3DOR�$OWR�1HWZRUNV

A ttackers use a multitude of tactics and applications to penetrate net-
works today – from sophisticated techniques to age-old cybercrime 

tactics such as drive-by downloads. In response, government agencies 
GHSOR\�D�P\ULDG�RI�VROXWLRQV��HDFK�VHUYLQJ�D�GLHUHQW�VHFXULW\�IXQFWLRQ��
Yet even with these investments, organizations continue to experience 
breaches. Why? 

To better understand the current cybersecurity landscape, we spoke with 
Pamela Warren of Palo Alto Networks, a provider of enterprise-level, next 
generation platforms. Warren explained that agencies often risk cyberse-
curity with piecemeal solutions for today’s problems. She also described 
how a platform approach to security reduces risk, while adding value to an 
agency.

COMMON MISTAKES HINDER SECURITY
Warren explained that government organizations make four common 
mistakes when trying to secure their information systems. The most basic 
error, she said, is failing to have visibility to what is happening on your net-
work: “What we’re seeing is that many organizations are unaware of what 
applications they are even running on their network.” This ends up being 
D�PDMRU�EDUULHU�WR�HHFWLYH�F\EHUVHFXULW\�EHFDXVH�LW�OHDYHV�XQVHHQ�JDSV�LQ�
security for attackers to target. 

But even for those applications that administrators do approve, Warren 
said they often don’t contextualize their use. “Administrators aren’t tying 
applications to users or user groups. They may whitelist certain appli-
cations to be used on their networks, but it’s really the Wild West once 
WKH�DWWDFNHU�LV�LQVLGH��6R�LQ�WKH�FDVH�RI�FUHGHQWLDO�WKHIW��LI�HHFWLYH�YLUWXDO�
segmentation by user or user group is not established, the attacker has 
unfettered access with that account.”

Moreover, Warren explained, “Organizations believe that web and email 
are the only way attackers are getting in, and invest in security for just 
those vectors. But the next threat may use another application to get onto 
the network. One recent attack in critical infrastructure used an old token 
ring application within TCP/IP to launch the attack, for instance.”

Agencies also often rely on disparate security solutions that don’t work 
together to improve the overall security of the network. “[Agencies] apply a 
lot of security, but they’re still coming up short,” said Warren. “They acquire 
PDOZDUH�GHWHFWLRQ��ȴUHZDOOV��85/�ȴOWHULQJ��DQG�DGYDQFHG�WKUHDW�GHWHFWLRQ��
but each one of those capabilities on their network is running almost virtu-
DOO\�LQ�VWDQGDORQH�PRGH��HYHQ�LI�WKH\ȇUH�XVLQJ�XQLȴHG�WKUHDW�PDQDJHPHQW�ȋ

Instead, security functions must be integrated and share insights in real 
time, to prevent zero-days and other attacks. “If one function is not inform-
ing the other, they’re not necessarily any more secure,” said Warren. 

Similarly, intra-agency cohorts must work together. “We should be aggres-
sive about security and feel like it’s a responsibility we take seriously across 
the organization, regardless of whether it’s the network team, the security 
team, the data center team, or the endpoint team,” said Warren. But 
instead, “Groups are arguing over who has security, budget, and responsi-
bility.” 

A PLATFORM APPROACH STREAMLINES SECURITY
In order to address these issues, Warren said organizations should assume 
a platform approach to security and employ a cohesive security strategy 
with distinct roles and responsibilities across all teams. This approach is 
in direct contrast to the disparate security products approach that some 
agencies take.

“[With a platform approach], you can simplify cross-departmental admin-
istration,” said Warren. “You can centrally manage all security appliances 
and key security functions and unify your security policies, deploying your 
FRQȴJXUDWLRQV�DQG�SROLFLHV�DFURVV�DOO�VHFXULW\�IXQFWLRQV��<RX�FDQ�XQLI\�\RXU�
enforcement capabilities across every aspect of your network and simplify 
the collection and analysis of logs from multiple locations. You can cover 
your internet edge, your data center, your mobile devices, and any other 
endpoints, regardless of how far-reaching your network is.”  

)XUWKHUPRUH��D�SODWIRUP�DSSURDFK�WR�VHFXULW\�VLPSOLȴHV�QHWZRUN�PDQ-
agement and reduces product footprint. For example, one government 
FXVWRPHU�KDG����GLHUHQW�GHYLFHV�PDQDJLQJ�WKHLU�QHWZRUN�VHFXULW\��3DOR�
Alto Networks was able to perform every function with just 8 platforms. In 
fact, Warren said the new devices actually stopped more threats than the 
systems they replaced.

$�ȴQDO�EHQHȴW�RI�WKH�SODWIRUP�DSSURDFK�LV�LWV�DELOLW\�WR�EUHDN�GRZQ�EDUULHUV�
between security, network, and other IT teams. As security is coordinated 
and correlated across the network, Warren said departments can work 
more closely to ensure that the integration of security functions and visibili-
ty overcomes previous organizational siloes. 

Ultimately, by organizing and monitoring an entire network through a 
platform approach, rather than a collection of individual security products, 
DQ�DJHQF\�FDQ�DFKLHYH�PRUH�KROLVWLF�DQG�HHFWLYH�F\EHUVHFXULW\�



W ith conversations on cybersecurity often focused on the national 
OHYHO��\RX�PD\�H[SHFW�VLJQLȴFDQW�GLHUHQFHV�EHWZHHQ�VWDWH�DQG�

federal approaches to forming cyber strategies. However, Michael Cockrill, 
CIO of the state of Washington, said he faces many of the same problems 
as anyone else trying to defend an IT infrastructure. In discussing Washing-
ton’s approach to cyber, Cockrill explained the basic strategies of the state 
as well as its role in protecting the “continuity of commerce” and develop-
ing a much-needed cyber workforce.

TOP-LEVEL OVERVIEW
1DWXUDOO\��&RFNULOOȇV�RɝFH�IRFXVHV�RQ�WKUHH�FRPPRQ�F\EHU�SULRULWLHV��VHFXU-
ing the state’s cyber perimeter, making sure the state is aware when bad 
guys are actually in the system, and detecting and responding quickly to 
threats. These are the basic but essential steps in any cyber strategy. Cock-
rill also explained how CISO Agnes Kirk has been pivotal to the success of 
these objectives by focusing on the “fundamentals of network security as 
well as the evolving nuances” of cyber defense and understanding where 
the state’s vulnerabilities are.

CONTINUITY OF COMMERCE
$QRWKHU�PDMRU�IRFXV�RI�WKH�2ɝFH�RI�WKH�&Ζ2�LV�ZKDW�&RFNULOO�UHIHUV�WR�DV�WKH�
“continuity of commerce.” This deals with the government’s role related not 
only to the data that lives within the executive branch of government, but 
about the entire state and its critical infrastructure. 

“It’s the government’s job to make sure that commerce can happen,” said 
Cockrill. “The cyber threat is not just a bits and bytes threat, it’s a threat to 

the continuity of commerce — of people being able to trade and do their 
jobs and deal with public safety issues.” 

Cockrill not only has to make sure agencies are securing their systems, but 
he must also set the appropriate policy framework to ensure other entities 
are taking other appropriate cybersecurity measures. The emphasis here is 
on securing critical infrastructure, especially monitoring and protecting the 
ports in Washington that are a giant choke point for commerce. Similarly, 
Cockrill explained the importance of having secure systems for dams so 
that “someone doesn’t hack into them and open and close spillways.” 

The larger point is that in such an interconnected world where IT infra-
VWUXFWXUH�XQGHUOLHV�HYHU\WKLQJ�LQ�WKH�HFRQRP\��WKHUH�DUH�VLJQLȴFDQW�YXOQHU-
abilities that must be addressed in a comprehensive, collective manner. 
7KH�2ɝFH�RI�WKH�&Ζ2�KDV�DQ�LPSRUWDQW�UROH�WR�SOD\�LQ�HQVXULQJ�WKLV�LV�
accomplished. “It’s important for the government to secure vulnerabilities,” 
said Cockrill. “But we also need to make sure that everybody else does 
their part to protect their zone of this interconnected economy.”

CYBER WORKFORCE RECRUITMENT
7R�PHHW�WKLV�FROOHFWLYH�HRUW��KDYLQJ�DQ�HHFWLYH�F\EHU�ZRUNIRUFH�LV�FUXFLDO�
— but recruitment is not easy, to say the least. “The single hardest thing to 
ȴQG�LI�\RX�DUH�D�FRPSDQ\�RI�DOPRVW�DQ\�NLQG�WRGD\�LV�DQ�H[SHULHQFHG�&Ζ62�ȋ�
Cockrill said. 

With a dearth of cyber professionals in the United States and major For-
WXQH�����FRPSDQLHV�RHULQJ�VDODULHV�LQ�WKH�KLJK�VL[�GLJLWV��LW�LV�GLɝFXOW�IRU�

PERSPECTIVE:  

Needed:  
Talent & Teamwork
A N  I N T E R V I E W  W I T H  M I C H A E L  C O C K R I L L ,  
C H I E F  I N F O R M A T I O N  O F F I C E R  F O R  T H E 
S T A T E  O F  W A S H I N G T O N 

 
“7KH�F\EHU�

WKUHDW�LV�QRW�MXVW�
D�ELWV�DQG�E\WHV�

WKUHDW��LWȇV�D�WKUHDW�WR�
WKH�FRQWLQXLW\�RI� 

FRPPHUFH�ȃ�RI�SHRSOH�
EHLQJ�DEOH�WR�WUDGH�DQG�
GR�WKHLU�MREV�DQG�GHDO�
ZLWK�SXEOLF�VDIHW\�

LVVXHV�ȋ
- Michael Cockrill

&Ζ2��:DVKLQJWRQ�6WDWH

28 A GovLoop Guide



government and smaller businesses to enlist experienced cyber profes-
sionals. “There are companies in our state that are going to Eastern Europe 
to hire their security people because we’re just not creating enough of 
them out of our colleges,” he said. 

What’s more, it doesn’t help that cyber theft is a huge and growing busi-
ness. “The black hats are multiplying rapidly but the white hats are tough to 
come by,” said Cockrill. 

But Cockrill is looking to tip the scales in the state’s favor. The state of 
Washington is advancing the Public Regional Information Security Event 
Management (PRISEM) System: a shared regional cybersecurity monitoring 
system that aggregates and processes cyber event data, provides threat 
conditions, and extends situational awareness for public-sector organiza-
tions across the Puget Sound area. 

The system is now being aligned with cybersecurity education in the state, 
providing students with access to real-time event data in an operational 
setting. Such exposure has helped contribute to esteemed cybersecurity 
programs in the state, such as the Center for Information Assurance and 
Cybersecurity (CIAC). “Every company needs some number of analysts who 
can just look at threat information and respond to it,” said Cockrill. “So, 
we’re taking a kind of ‘grow your own’ approach.”

7KH�VWDWH�KDV�DOVR�IRFXVHG�UHFUXLWLQJ�HRUWV�DW�YHWHUDQV��Ȋ1RW�HYHU\ERG\�
in the military gets trained in cybersecurity, but everybody that’s coming 
out of the military has some level of training in security,” said Cockrill. “That 

ingrained perspective of constantly doing threat assessment and constant-
ly looking at adversaries outside your perimeter — that’s the mindset an 
analyst or a defender needs.” 

:LWK�VHYHUDO�PDMRU�EDVHV��WKH�VWDWH�KDV�FUHDWHG�D�UDQJH�RI�GLHUHQW�SUR-
grams to train veterans in cybersecurity. “We can build up that workforce 
to feed Washington businesses, so they’re not having to go to Eastern 
(XURSH�WR�ȴQG�WKHLU�VHFXULW\�DQDO\VWV�ȋ�&RFNULOO�MRNHG��

He also noted the importance of cyber apprenticeships for the valuable ex-
periences they provide and because they also trigger funding support from 
WKH�*�Ζ��%LOO��Ȋ7KHUHȇV�QR�FHUWLȴFDWLRQ�RU�VFKRROLQJ�WKDW�FDQ�FRPSDUH�ZLWK�D�
FRXSOH�ZHHNV�RU�PRQWKV�RI�DFWXDO�OLYH�ȴUH�GDWD�ȋ�&RFNULOO�VDLG�

When it comes to cybersecurity, everybody has a role to play. With a 
KROLVWLF�YLHZ�ȃ�IRFXVLQJ�RQ�WKH�3DFLȴF�1RUWKZHVW�UHJLRQ�DOO�WKH�ZD\�GRZQ�
to the latest information security graduate — Cockrill is helping establish a 
sustainable and secure future for the state of Washington. 
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S T A T E  A N D  L O C A L  G O V E R N M E N T S  P L A N  F O R  T H E 
W O R S T  T O  M I N I M I Z E  T H E  I M P A C T  O F  A T T A C K S

CYBER 
DISRUPTION 
PLANNING

A sk any government cybersecurity professional what they would do if 
their agency experienced a breach, and without hesitation, they will 

UHVSRQG��ȊΖWȇV�QRW�LI��EXW�ZKHQ�ȋ�7KH�UHDOLW\�LV�WKDW��GHVSLWH�RXU�EHVW�HRUWV�WR�GH-
ter or prevent attacks, the exponential growth in both the sophistication and 
number of cyberthreats will prevent agencies from ever being truly secure.

That doesn’t mean government agencies should stop investing in cyber 
defenses. The tactics already discussed in this guide can, and do, safeguard 
against the majority of dangerous cyberattacks. Nevertheless, agencies 
must have a backup plan in place to minimize the disruption and fallout 
from those few successful hacks. 

The case studies in this section examine how two public sector organiza-
tions have planned for the worst so they’re ready to quickly counter the 
rare cyberattack that breaks through their defenses.

CASE STUDY #1: HOUSTON’S REGIONAL CYBER 
DISRUPTION PLANNING PROJECT
The Houston-Galveston Area Council is taking a multidisciplinary approach 
to cyber strategy through its regional Cyber Disruption Planning (CDP) 
project. The project is funded through the DHS Regional Catastrophic Pre-
SDUHGQHVV�*UDQW�3URJUDP��5&3*3���WKRXJK�WKH�+RXVWRQ�2ɝFH�RI�3XEOLF�
Safety and Homeland Security directs operations.

The CDP project is focused on better integrating IT and emergency 
management teams in the Houston area. A previous report from DHS 
highlighted that IT departments could improve disruption responses by in-
FRUSRUDWLQJ�HPHUJHQF\�PDQDJHPHQW�VWD�LQWR�WKHLU�DFWLRQV��$GGLWLRQDOO\��LW�
states that many emergency management enterprises, “are not fully aware 
of their heavy reliance on the Cyber Infrastructure, nor have they studied 
WKH�ULVN�SURȴOH�RI�FULWLFDO�F\EHU�DVVHWV�WKDW�VXSSRUW�WKHLU�RSHUDWLRQV�ȋ�

To ensure that Houston can deploy a holistic counterattack in the event 
of a breach, CDP seeks to address this disconnection between emergency 

TACTIC #5: 

Prepare for Disruption

management and IT disaster personnel. The execution of cyber exercises 
and workshops with local and regional organizations is one way the CDP 
team hopes to connect services. 

For instance, in November 2014, Harris County’s Department of Education 
held a planning exercise to determine how it could best coordinate 
among participating jurisdictions in the event of a data center’s operations 
EHLQJ�KDOWHG��)ROORZLQJ�WKH�H[HUFLVH��RɝFLDOV�FUHDWHG�D�GHWDLOHG�UHSRUW�WR�
emphasize major strengths, primary areas of improvement, and addition-
al recommendations for the county to enhance its disruption plan. The 
report highlighted how cross-discipline training and an enhanced mutual 
XQGHUVWDQGLQJ�RI�HPHUJHQF\�PDQDJHPHQW�DQG�Ζ7�ȴHOG�SUDFWLFHV�FRXOG�
improve disruption response.

In addition to these exercises, CDP has called for the creation of Cyber 
Disruption Teams (CDTs) at all critical government agencies. These teams 
will comprise both IT and emergency management professionals and will 
serve a dual purpose. First, they will ensure that both skillsets are dedicat-
ed to cyber disaster planning. Secondly, they will increase awareness of the 
interconnectedness of IT and emergency management through iterative 
LQWHUDFWLRQ�EHWZHHQ�WKH�WZR�GHSDUWPHQWVȇ�VWDV�

Finally, the CDP project team ensures that any lessons learned in govern-
ment are accessible to private sector organizations in order to holistically 
prepare the region for attack. Through an online cyber disruption read-
iness assessment tool, Houston-area organizations can determine their 
SUHSDUDWLRQ�DQG�UHVSRQVH�FDSDELOLWLHV�LQ�WKH�HYHQW�RI�D�VLJQLȴFDQW�F\EHU�
GLVUXSWLRQ��)RU�WKRVH�RUJDQL]DWLRQV�WKDW�GRQȇW�KDYH�D�SODQ��WKH�WRRO�RHUV�
disruption templates to use for development.

Although the scope of Houston’s CDP may be reduced to the urban area 
due to a decrease in funding for RCPGP, this tool can ensure that the 
region-at-large continues to improve its preparedness for cyber disruption.
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http://www.houstonuasi.com/go/doctype/1532/213293/Cyber-Disruption-Planning
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http://www.houstonuasi.com/external/content/document/1532/2397602/1/Houston%20Cyber%20Disruption%20Planning%20Webinar.pdf


CATASTROPHIC 
PREPAREDNESS 

INITIATIVE

CASE STUDY #2: NEW ENGLAND REGIONAL 
CATASTROPHIC PREPAREDNESS INITIATIVE 
While Houston is focusing on its own locality, the Boston urban area de-
FLGHG�WR�WDNH�D�GLHUHQW�DSSURDFK�WR�F\EHU�GLVUXSWLRQ�PDQDJHPHQW�DIWHU�
RCPGP awarded it nearly $1 million in 2010. It partnered with the city of 
Providence, the Commonwealth of Massachusetts, and the states of New 
Hampshire and Rhode Island to create a greater New England Regional 
Catastrophic Preparedness Initiative (NERCPI). 

NERCPI seeks to coordinate a regional response plan for any kind of man-
made or natural disaster and, for each scenario, it considers how cyber 
V\VWHPV�PD\�EH�DHFWHG��7KHVH�FRUUHODWLRQV�ZHUH�VWXGLHG�LQ�WKH�&\EHU�
Disruption Response Project and resulted in a regional Resiliency Plan in 
������7KLV�SODQ�LV�EHLQJ�XVHG�E\�RɝFLDO�SDUWLFLSDQWV�RI�1(5&3Ζ��DQG�ZDV�
also distributed to many urban areas, states, and regional bodies.

Like Houston’s approach, NERCPI’s resiliency plan calls for the establish-
ment of CDTs, and the integration of cyber and emergency management 
strategies. However, the regional CDTs are more dynamic to deal with a 
greater breadth of regional issues. 

In addition to IT and emergency management personnel, each team 
incorporates public safety and service providers. Furthermore, teams are 
engineered to be scalable to the level of disruption. During catastrophic 
events, they can coordinate resources and information on a regional level. 
However, for minor local events, a designated team can deploy fewer 
resources with more targeted tactics.

The Resiliency Plan also required participants to collaboratively identify 
critical cyber assets and assess current cyber risks and capabilities. The 
results of these analyses were synthesized in a Regional Cyber Disruption 
Response Annex (CDRA). CDRA outlines the relationship between the 
entities and the support that each provides. It also provides a structured 

framework to coordinate cyber strategies across the region, in the event of 
a successful attack. 

CDRA’s tactics are bolstered by a series of “table-top exercises,” similar 
to those in Houston. However, these take place on a larger scale. For 
instance, NERCPI once hosted a three-state regional exercise that tested 
UHVSRQVHV�RI�ORFDO�DQG�FROOHFWLYH�HRUWV�WR�JHW�FRPSXWHU�V\VWHPV�EDFN�
RQOLQH�DIWHU�VRODU�ȵDUHV�GLVDEOHG�WKHP��

Leveraging a shared pool of IT, public safety, and emergency management 
VWD�LV�MXVW�RQH�H[DPSOH�RI�KRZ�D�UHJLRQDO�DSSURDFK�WR�GLVUXSWLRQ�SODQQLQJ�
can enhance the resources available to each participant. Additionally, 
states and localities can share lessons learned from their unique experi-
ences, creating a knowledge pool that is far richer than one entity alone 
could have achieved. 

Finally, taking a regional approach to disruption planning allows individual 
HQWLWLHV�WR�ERUURZ�UHVRXUFHV�IURP�RWKHU�OHVV�DHFWHG�SDUWQHUV�LQ�WLPHV�
of emergency. For instance, following the Boston Marathon bombings, 
the city of Boston UHFHLYHG�PXOWLSOH�RHUV of assistance from other 
RCPGP-funded cities. Although this instance focused primarily on emer-
gency management services, NERCPI anticipates that similar resource shar-
ing would occur in the event of a cyber disruption.
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Preparing Your Agency for 
Evolving Threats
$Q�LQWHUYLHZ�ZLWK�6HDQ�$SSOHJDWH��'LUHFWRU�RI�7HFKQRORJ\�6WUDWHJ\�	�$GYDQFHG�6ROXWLRQV�DW�5LYHUEHG�)HGHUDO

C \EHUWKUHDWV�DUH�QRW�VWDWLF�Ȃ�WKH\�FRQVWDQWO\�HYROYH�WR�WDUJHW�GLHUHQW�
vulnerabilities in new ways. Therefore, cybersecurity tools and strate-

gies cannot remain static either. Yet many agencies struggle to match their 
cyber defense to the speed of their attackers. 

To understand how agencies can integrate adaptive capabilities into their 
cybersecurity strategies, we spoke with Sean Applegate of Riverbed, a 
SODQQLQJ��FRQȴJXUDWLRQ��DQG�FRQWLQXRXV�PRQLWRULQJ�VROXWLRQV�SURYLGHU�IRU�
large enterprises. He explained that an integrated suite of technologies will 
streamline threat analysis and prepare organizations for future attacks.

ACHIEVE FULL NETWORK VISIBILITY
Applegate outlined the steps to identifying, combating, and ultimately 
deterring cyberattacks. “It starts with understanding where you’re at today 
and making sure that view of your infrastructure is maintained in real time. 
The easiest investments you can make early on are looking at ways to map 
your network and infrastructure, so you actually know what it looks like and 
KRZ�LW�LV�FRQȴJXUHG�ȋ�KH�VDLG��

$SSOHJDWH�DGGHG�WKDW�RQH�RI�WKH�ELJJHVW�EDUULHUV�WR�HHFWLYH�VHFXULW\�LV�
having a top-down monitoring strategy that doesn’t enable collaboration 
across organizational silos. When an agency is organized by department or 
technology stacks, working across teams often reduces time to detection 
and resolution.

“The goal of IT is to facilitate the agency mission,” said Applegate. “And to 
do that, we must know what our infrastructure looks like, what normal 
EXVLQHVV�WUDɝF�DQG�WUDQVDFWLRQV�ORRN�OLNH��DQG�WKHQ�EH�DEOH�WR�ZRUN�WRJHWK-
er when unusual events occur.” 

Riverbed’s SteelCentral solutions can help achieve this goal. “Our tools 
can actually map and monitor every part of your infrastructure to let you 
understand exactly what the network and applications looks like, then 
DOORZ�\RX�WR�PDQDJH�FKDQJH��WUDFN�FRPSOLDQFH��DQDO\]H�UHDO�WLPH�WUDɝF�
and then conduct predictive analysis against that environment,” explained 
Applegate. 

$V�DQ�DGGHG�EHQHȴW��LQIUDVWUXFWXUH�WKUHDW�DQG�VXUYLYDELOLW\�PRGHOLQJ�
enables an agency to improve response plans by identifying key infra-
structure weak points. “In a lot a cases, the same tools we use for network 
security monitoring are used for performance monitoring functionality as 
well. This enables agencies to extract more value from their investments,” 
said Applegate.

CREATE A DETECTION AND MITIGATION PLAN
Once you’ve achieved full visibility of your network, “The next step is to un-

derstand what’s actually transpiring from your clients to your applications 
or servers, or the Internet,” Applegate continued. “Learning what’s normal, 
how your applications communicate, how users access those, and their de-
pendencies is critical for identifying unusual activities such as an advanced 
persistent threat (APT) or insider threat. Riverbed’s SteelCentral solutions 
help identify when unusual activity is present.” 

Tightly integrated solutions and processes save time, a critical factor when 
combating an attack. “Riverbed’s SteelCentral monitoring portfolio includes 
LQGXVWU\�OHDGLQJ�ȵRZ��SDFNHW�FDSWXUH�DQG�DSSOLFDWLRQ�WUDQVDFWLRQ�DQDO\VLV�
solutions,” said Applegate. “Riverbed provides high level dashboards to 
use across the enterprise gain insight into both performance and security 
HYHQWV��ZLWK�WKH�EHQHȴW�RI�IDVW�ULJKW�FOLFN�GULOO�GRZQ�WR�IRUHQVLF�GHWDLOV�VXFK�
as the packets or application transactions.”

Identifying what’s normal allows agencies to detect anomalies that indicate 
threats or intrusions. This detection should be followed by action. “The 
next step, in many cases, is getting to root cause analysis and contain-
ment,” said Applegate. “Knowing there’s an event is one thing, but quickly 
digging into the forensic details, determining scope and containment are 
key. Again, the right-click ability in our solutions makes it easy to analyze 
packets or application transactions in seconds, and if a zero-day event is 
present right-click to contain it by disabling the switch port it is connect to. 
)RU�RUJDQL]DWLRQV�FRPIRUWDEOH�ZLWK�VRIWZDUH�GHȴQHG�UHVSRQVHV�WKLV�VWHS�
can even be automated for faster containment.”

PROACTIVELY ANALYZE WEAKNESSES
$�FRQWLQXRXV�PRQLWRULQJ�SODWIRUP��OLNH�WKDW�RHUHG�E\�5LYHUEHG��SURYLGHV�
agencies the capability to quickly react to threats. At the same time, an 
integrated suite of network mapping and monitoring tools allows gov-
ernment to proactively enhance security – as well as network operations.  
Providing a nice return on investment.

“If an organization wants to mature their practices, they can use the net-
work planning and modeling functionality from Riverbed to conduct threat 
analysis modeling,” said Applegate. “For example, you can use SteelCentral 
modeling solutions to execute threat modeling for common DDOS or am-
SOLȴFDWLRQ�DWWDFNV��WKHQ�DQDO\]H�SHQHWUDWLRQ�GHSWK��VXUYLYDELOLW\�EDVHG�RQ�
response decisions or mission-impact on critical application performance. 
This enables leadership to contemplate, ‘If we are being attacked in a spe-
FLȴF�PDQQHU��ZKDWȇV�WKH�VSHFLȴF�LPSDFW�RQ�P\�PLVVLRQ�DQG�P\�RSHUDWLRQDO�
capabilities?’”

By using an integrated set of visibility solutions, agencies can do more 
than just monitor and counter cyberattacks; they can also strengthen their 
defenses against future possible incidents.
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CONCLUSION 

The Way Forward
I n this guide, we highlighted 10 case studies of government organizations that deployed dynamic tactics to enhance their cybersecurity. 

These initiatives ranged from simple and low-cost to complex and resource-intensive. But no matter the current state of cyber strategy 
or the extent of your resources and budget, there are key lessons that can be learned from these case studies and applied at your agency.

LESSON #3:  
COLLABORATION IS THE 
ONLY WAY FORWARD.
Although there are myriad technologies 

and strategies available to assist govern-
ment’s cybersecurity measures, there is only 

one way forward. That way is collaboration. 

As hackers of all kinds attack every point of our nation’s networks on a daily 
EDVLV��LW�LV�LPSHUDWLYH�WKDW�JRYHUQPHQW�UHGHȴQH�WKH�SDUDPHWHUV�RI�F\EHUVH-
curity. To avoid another “Year of the Breach,” every level and function of gov-
ernment must collaborate in order to pool resources and, most importantly, 
learn from one another.

 

LESSON #4: 
SAY GOODBYE TO SILOS. 
Finally, to make the most of this multidi-
mensional workforce, government must 

reorganize itself and its operations to 
FRRUGLQDWH�HRUWV�DPRQJ�GLVSDUDWH�JURXSV�

and levels of government. Silos must become  
 a thing of the past.

Concerning operations, organizations must adopt an enterprise approach 
to security that allows them to view the entirety of their networks in order 
to immediately identify threats when they enter their system. Additionally, 
logins must be streamlined and integrated to better monitor access points 
and ensure users are safely accessing government services.

From an organizational perspective, agencies need new mechanisms and 
SURWRFROV�WKDW�DOORZ�WKHP�WR�HHFWLYHO\�ZRUN�ZLWK�RWKHU�DJHQFLHV�DQG�OHYHOV�
of government to counter cross-border threats and deal with disruptions. 
Internally, users must be empowered to work across departments to share 
information about systems and potential threats.

LESSON #1:  
YOU CAN’T DO IT ALONE.
The constantly evolving nature of cyber-
threats means that agencies can’t rely on 
WKHLU�RZQ�HRUWV�WR�NHHS�XS�ZLWK�VHFXULW\�

requirements. Instead, agencies must lean 
on one another, their employees, and indus- 

 try to maximize cybersecurity capabilities.

   Private-public partnerships can pool industry knowledge and supplement 
hard to come by resources, such as cyber personnel. Other agencies and 
levels of government can share best practices, act as a safety net in times 
of disruption, and provide templates for quick improvements to your 
network security. Even your own employees can provide an extra layer of 
defense when they’re equipped with the skills to secure information and 
identify potential insider threats.

LESSON #2:  
CYBERSECURITY IS 
EVERYONE’S JOB.
These partnerships also highlight the ex-
SDQGLQJ�VFRSH�RI�WKH�F\EHUVHFXULW\�ȴHOG��

Today, cybersecurity is everyone’s job. 

Government cannot relegate cybersecurity  
 to its IT personnel. Instead, every military and   
civilian employees must be educated to protect their organization from 
hackers and insider threats. 

Similarly, private industry and local agencies must be equipped with the 
resources to protect themselves and our nation’s infrastructure. As New 
England states and the Houston urban area recognized in their disruption 
SODQQLQJ��D�VXFFHVVIXO�F\EHUDWWDFN�FRXOG�QRW�RQO\�DHFW�Ζ7��EXW�DOVR�HYHU\�
other part of government operations. Therefore, emergency responders 
DQG�SXEOLF�VDIHW\�VWD�PXVW�DOVR�EH�UHDG\�WR�PDQDJH�D�F\EHU�LQFLGHQW��
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