
 
The ACAP Process 

 
 
 
 
 
 
   
 
 
  
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 
 
 
  
 
 
 
 
 
 
 
 
  
 
 
 (D) = Deliverable 
 

Review of Organization’s Strategy and Mission 

    5.2 (D) Cybersecurity Protection Priorities & 
          (D) Core CYS Performance Parameters 

 

5.1 (D) Cybersecurity (CYS) Vision and Mission 

IT Architecture 
Assessment 

IT Asset 
Inventory 

Develop 
Adversary and 
Risk Portfolio 

5.3 (D) ACAP Baseline Cybersecurity Threat & Risk Profile 

Monitoring Process 
Assessment 

-Network Operations  
-Monitoring /Intrusion 
Response 
-Remediation Process 
-COOP & Recovery 
-Cybersecurity 
Knowledge Mgt. 

         
              

 
 
 
 

Staffing Baseline Initial Policy 
Assessment 

Security 
Technology 
Assessment 

-Software  
-Hardware 
-Network 

 

Identify Tech 
Gaps 

Identify Process 
Gaps 

Assess and 
Identify 
Staffing 
Needs 

5.5 (D) CYS 
Tech Update & 
Acquisition Plan 

5.4(D) Final 
CYS Policy 
Review & 
Update 

5.7 (D) CYS Response, 
Remediation & COOP 

Plan Update 

5.6 (D) Continuous 
Monitoring Update 5.7(D) CYS 

Staffing Plan 

5.9 (D)  ACAP CYS Implementation Action Plan & Funding Request 


