
Combating insider threats
Enable security across any device, from any location
Highly publicized security breaches have brought insider threats into the eye of the government. 
Recent federal initiatives and executive orders aimed to mitigate these threats still leave defense, 
intelligence and civilian agencies vulnerable and in need of stronger measures to manage documents 
and data rights within their organizations.

Data breaches are on the rise: In one year, data breaches: 

�e biggest threat comes from within. 

�e majority of federal breaches were traced to government employees and contractors.

“With insider threats, there is no single solution…�ree key focus areas to address 
insider threat from a solutions approach are behavioral, physical and technical.” 

— Daniel Bradford, U.S. Army Network Enterprise Technology Command (NETCOM), 

Fort Huachuca, Arizona, January 29, 2015  

Behavioral Physical Technical

A holistic approach to managing documents and data is necessary.

Implementing analytics into document management allows for tracking and activity monitoring to mitigate a breach before it 
happens and minimizes downtime should it occur. �e approaches agencies should take include:

Preventing threats is an ongoing mission, but dealing with breaches is essential too.

But more work still needs to be done.

vs.

Adobe Government solutions give you the tools you need to create engaging communications 
for any medium, easily manage assets and deliver to any device, and measure the success of 
your communications plan. 

Find out what Adobe can do for your department or agency today.

To access the infographic, visit blogs.adobe.com/adobeingovernment/mitigating-insider-threat-with-digital-rights-management. 
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              Agencies expend a lot of e�ort 
             anticipating insider threats—but if 
a breaches occurs, they must be able to 
identify it and execute a proper course of 
action, as required by FISMA.

On average, it takes                                                   

to recognize that insider fraud has occurred, and 

                                          (more than 3 months) to   

get to the root of the problem. 

�ree-quarters of
agencies, up from
about two-thirds in
the previous year, 
have employees
use ID cards to access
their computers instead 
of entering log-ins and 
passwords. 

Two-factor ID checks were related 
to and could have stopped 65% of 
incidents. 

FISMA compliance averages have 
increased in security areas by adopting 
con�guration management, remote access 
authentication and email encryption.
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of the DoD 
sector cited 

end-user training 
as a priority. 

of civilian 
agencies 

prioritize training 
di�erently.

Only 72% of DOD 
employees with 
signi�cant security 
responsibilities 
have taken 
security training.

To further increase FISMA compliance 
and reduce the risk of insider threats 
and data breaches, individual 
documents must be protected.

DoD is doing a be�er job at 
training than civilian agencies. 

Protecting devices and portals 
is an important step.

Agencies protect assets through 
encryption and other means.

Federal agencies reported 

information security incidents 
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2014

Fiscal 
2013

Nearly 
70,000 
events 

60,753 
events 

87 days
105 days

Costing IT leaders an 
estimated 

in data loss and downtime

$860K
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