Why You Should Care About FedRAMP

The Federal Risk and
Authorization
Management Program
(FedRAMP) is a
governmentwide

program that provides a

standardized approach

for assessing the security

of cloud products and

Why FedRAMP Is a Big Deal

The program is mandatory, and federal agencies must ensure the cloud solutions
they use meet FedRAMP requirements.* FedRAMP uses a “do once, use many
times” framework for vetting the security of cloud services. The program saves
government an estimated 30-40% in costs, as well as time and staff resources.

$70 million

In annual costs are avoided when

TIMELINES

o) 7-9 months

To complete a FedRAMP Joint Authorization

FedRAMP Is the Future

Cloud computing is the way of the future for government agencies, and FedRAMP
will play a key role. The program is credited with helping to accelerate government
adoption of secure cloud solutions. Some state governments are also requiring
adherence to FedRAMP requirements.

$7 billion

Is about how much the federal
government spends on
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Percent of all federal fEp—
cloud instances which are
FedRAMP compiant.

CLOUD IN ACTION

provisioned services such as cloud.
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FedRAMP Levels the Playing Field

Choosing the right cloud service for your agency can be challenging, but
FedRAMP provides a baseline for you to compare the security of all potential
vendors. The number of FedRAMP-compliant solutions has grown since the

program launched in 2012,

41%

Percent increase in the number of

COMPLIANCE
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Number of cloud service providers
that have been deemed FedRAMP
compliant as of June 2015.

FedRAMP-compliant cloud provid-
ers between December 2014 and
June 2015.

agencies reuse FedRAMP security

Board (JAB) assessment of a cloud solution. The
authorizations

JAB, FedRAMP's primary decision-making body,
reviews audits conducted by an independent 80+

assessor before issuing a provisional authorization.
1,400

Number of cloud
implementations, or
instances of those cloud
services in use today.

services, authorizing

them for government use
and continuously =
monitoring the long-term o by gy

security of those cloud -
solutions. Here’s why # 2-3 months

To complete a cloud service provider, or CSP
FedRAMP needs to be On supplied package. This path does not initially
your radar.

Number of cloud services in use

across the government, according to 1 L) 1 00+

initial numbers from the FedRAMP 1 8
Program Office. Number of Fedramp

Compliant systems
across government

4-6 months

To complete an agency ATO, which
means a cloud solution is directly
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Number of cloud service providers that
have received JAB provisional ATOs.
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Number of cloud service providers N
that have received agency ATOs.

involve the JAB or an agency, but an agency can
review documentation and testing of that cloud
solution provided by an independent assessor.

3

Number of cloud providers that
used the CSP-supplied path.

$84 Billion

*Private cloud deployments intended for single organizations and implemented fully Represents annual federal IT

within federal facilities are the only exception
spending agencies reported as

Sources: of January 2015. This number

The President’s Budget for Fiscal Year 2016
https://www.whitehouse.gov/sites/default/files/omb/budget/fy2016/assets/ap_17_it.pdf
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does not include classified IT

investments.

FedRAMP.gov
https://www.fedramp.gov/resources/faqs/
https://www.fedramp.gov/files/2015/08/FedRAMP-Forward-6-Month-Infographic.png




