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Executive Summary
Interest in government cybersecurity has never been higher.
White House, have attracted a spotlight. But after data on 21.5

2
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T

-

the boundary is not so concrete anymore.

billion Continuous Diagnostics and Mitigation (CDM) program. Esour resources more to doing that, and less to trying to protect

civilian agencies and departments plus state, local regional and
CDM provides services and tools that automatically detect and

-

In a July speech

-

into an attempt.

subsequent phase of the three-phase CDM.

day cybersecurity sprint
agencies to:

30evolving at light speed. Having it not be as mature as some other

•

•
• Tighten policies on access for privileged users, especially by
• Apply multifactor authentication by requiring the use of a

cybersecurity and create a baseline standard: CDM and Einstein,

invests

As a result of the sprint,
use of multifactor authentication, up from 42 percent, and 13
agencies — more than half of the largest ones — increased
privileged users.

•
•
•
-

play a role

• CDM and Einstein best practices
-

•

critical cybersecurity priorities and recommend a Cybersecurity

-

devices and the Internet of Things, the threat surface multiplies
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Continuous Diagnostics &
Mitigation: A Refresher
buys commercial IT security tools and services that aid in the
continuous diagnostics and mitigation processes of federal
then procure those products and services via the General

4
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means a symptom or characteristic
or the practice or techniques of diagnosis. In terms of

process
-

CDM as “a dynamic approach to fortifying the

1.
2.
3.

“Congress established the CDM program to provide adequate,

4.
5.
The dashboard generates progress reports so agencies can
Additionally, a summary can be sent to an enterprise-level dash-

agreement that provides automated security tools and services
for agencies to buy. Although the idea is for agencies to procure
CDM has three phases covering 15 continuous diagnostics capaCDM supports federal cybersecurity by helping agencies install
six-step

Phase I:

Phase II:
At this stage, the focus shifts to infrastructure integrity and the principle of least

installing sensors and gathering information. It also helps IT managers inventory

cast

unnecessary user privileges based on
according to Indiana University. In other

GovLoop web-

•

•

ment – establishing baselines and

-

– scoring vulnerabilities so that administra-

-

•

•

•

about building perimeter controls and
trolling physical access and using encryption to protect data at rest and in transit,
•

-

each one.

•

-

teristics they have.

• Hardware asset management –

• Software asset management
assets the agency has, ensuring that

Phase III:

ment – policy and training compliance,
including having signed nondisclosure
agreements and rules of behavior in order.
management – including credential
types and security levels.

•

– being able to
dents such as improper use of data.

•

•

access.

– building and using
perimeter controls and setting physical
access control systems. This also includes planning for encryption, protecting data in transit and at rest and man-

–
maintaining information so that you can
validate it and have records of events.
and more
secure code.

“Once fully deployed, CDM will monitor agency networks internally for
vulnerabilities that could be exploited by bad actors that have breached the
perimeter,” DHS Secretary Johnson told Center for Strategic and International
government-wide risk for the broader cybersecurity mission.”

•
based decisions using the information
they have about their asset inventory
vulnerabilities.
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How to Get CDM

•

-

Federal civilian agencies, state, local and tribal government
authentication management
•
•
With CDM, participating agencies save money
discounts based on cumulative quantities.

,
on desired state for CDM tools and

•
•

contractors

be-

•

to and from installed dashboards

•

in CDM governance for agencies
all cybersecurity governance program

options.

-

•

said. “It actually has been formulated by Congress and by the ap-

third parties evaluate their tools and services

others are cost-reimbursable, meaning that only travel portions

and services procurements.
•

-

, including

•

-

•

-

, meaning the contractor must
to CDM

interview with Federal News Radio.

A CDM Timeline
January 2014
software inventory tools, software licenses
and products to provide immediate protection
computers and servers

February 2015

April 2015

September 2015

Fiscal 2016
Fiscal 2017

Printer security
breach?
Not on your
watch.
Defend your network with
the world’s most secure printers.
New enterprise HP LaserJets with JetIntelligence provide
the industry’s deepest printer security.1 Features including
HP Sure Start with its self-healing BIOS, whitelisting, and
runtime intrusion detection come built in.
hp.com/go/printersthatprotect

2

The world’s most secure printers and deepest level of security: Based on HP review of 2015 published embedded security features of competitive in-class printers. Only HP offers a combination of security features for integrity checking
down to the BIOS with self-healing capabilities. Available on the HP LaserJet M527, M506, M577 and as an upgrade on the M552, M553, M604, M605, and M606. Some features will be made available as a HP FutureSmart service pack update
on selected existing Enterprise printer models.

1

2

Ponemon Institute, “Annual Global IT Security Benchmark Tracking Study,” March 2015.

© Copyright 2015 HP Development Company, L.P.

Industry Spotlight

Addressing the Critical Issue
of Printer Security
An interview with Shivaun Albright, Distinguished Technologist, HP

C

ontinuous monitoring (CM) enables agencies to constantly

said. “We provide the tools, solutions and device hardening capa-

devices to provide a defense-in-depth mechanism that can help

Continuous monitoring and cybersecurity are more important

One area of security that is often ignored is printers used in
government agencies.

-

-

fault/recommended printing security policies based on industry
securing computers, mobile devices, antivirus scanners, and
helps the client build a comprehensive printing security policy

-

-

policy that lets them secure and continuously monitor print
endpoints, add advanced solutions such as authentication, and

Where CDM Stands Now
vulnerability tools, according to the
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.

I

-

ian agencies. This move achieved the goal Johnson set

,

told Federal News

Radio

mission is to serve as the cybersecurity engineering and acquisiAdditionally, smaller or micro agencies are signing memoranlast
Federal News Radio survey

Federal Times reported
on identity, credentials and access management. And things

according to the article.
in
gration and Management
Group Manager for CDM,
told Federal Times.
II continues, the CDM
program is starting to
implement the agency and
and information-sharing.

News Radio

. “Every federal agency and

-

“Every federal agency and private-sector
company has a key role to play — to
understand their own risk, implement
best practices, participate in information
sharing activities and effectively respond
to cybersecurity incidents.”
- Andy Ozment, Assistant Secretary of CS&C at DHS

best practices, participate
in information sharing
respond to cybersecurity
stand ready to help our
managing their cybersecuthreats that are increasingly a condition of our

told Federal

of CDM, departments and agencies can implement the capabilities they need to protect their high-value assets and their

agency level dashboards to the federal dashboard to feed data
-

environment. You need to continually monitor for those changes
-

-

CDM & Einstein: The Foundations of Federal Civilian Cyberdefense
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SPOTLIGHT:
Q&A with John Simms,

CDM Program Manager & Requirements
and Acquisition Support Branch Chief, DHS

12
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How has CDM evolved since its
inception?
lot of things have changed. The gener-

Is CDM being adopted quickly enough?

of those challenges is the federal acquisition process requires a

of participation and engagement by
the departments and agencies in the

the requirements together and put in solicitations and getting
seen a great deal of interest in the program by the federal civilian

-

Are there other challenges that aren’t related to acquisitions,
perhaps workforce shortages?

ners typically have the ability to structure their compensation a

product to support our requirements for the dashboard, and

-

eral capabilities to support our requirements in the commercial
since the start of the program.
Is CDM keeping pace with the evolution of technology?

into their operational environment requires a lot of planning, a

-

Is there an average amount of time it takes?

to the component level at times to support the deployment of
these technologies.

CDM & Einstein: The Foundations of Federal Civilian Cyberdefense
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What about state, local, regional and tribal governments? Will
CDM expand to apply to them?
ities to federal civilian agencies, so intel and the Department

automating the testing of security controls leading to ongoing
-

-

-

be used by state and local governments that can use federal

money in the process.
acquisition, the greater the discount is going to be on the orders.

What are some best practices for adopting and using CDM?

What are you doing to push further adoption by federal agencies?

-

Einstein in addition to CDM.
Are agencies and departments putting themselves at greater
risk by delaying adoption of CDM?

-

a lot of these agencies are, but obviously if there are gaps in their
Looking ahead, what can agencies expect in terms of challenges
to cybersecurity in general and CDM specifically?

Are there examples of CDM success stories?

tightly integrated into a lot of the overarching federal initiatives

into issues that they can monitor and manage on a regular basis.

-

-

14
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ploy a lot of this technology. I can tell you that the agencies have

phases of CDM.

How to Use CDM
At 2 years old, the Continuous Diagnostics and Mitigation
second of its three phases, the federal civilian agencies that have

and services.

US-CERT’s CDM portal
, the

-

data sheets.

Federal Virtual Training Environment
government employees and contractors. Courses range from
beginner to advanced levels and are available for free from any
Internet-enabled computer.

GSA’s CDM blanket purchase
agreement site
It includes a “how to order
questions

CDM & Einstein: The Foundations of Federal Civilian Cyberdefense
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BEATING PERSISTENT
THREATS AT THEIR OWN GAME
Unified Cyber Forensics solutions from Merlin provide rapid discovery
and remediation of even the most Advanced Persistent Threats.

A GovLoop Guide
Visit us
at www.merlin-intl.com for more information.

Industry Spotlight

The Sweet Spot of
Continuous Monitoring
An interview with Mark Zalubas, Vice President of Engineering for Merlin International

A

to query data as it is continuously coming in, or contention for

Merlin International, a cybersecurity and IT solutions provider,
understanding their unique characteristics and implications.
-

-

curity posture and attempt to balance cybersecurity initiatives so
that no one area receives too much attention and no area too
monitoring solutions, unconscious of the fact that they have

the spectrum.
On the other end of the spectrum are solutions that receive
small amounts of data from large quantities of devices. Gover-

point of diminishing returns.
challenge of continuous remediation. Continuous monitoring
their ability to deliver better insight and thus better protection.

-

continuous monitoring in technical and operational costs.
-

variety of continuous monitoring and cybersecurity solutions.

continuous monitoring is high.

leaders to gain deep insight into a continuous stream of near

fully integrate them into your current IT architecture and ensure

Explaining Einstein
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What Is it?

service providers supply intrusion-prevention services using
commercial technology. The initial deployment of E3A is focused

according to
-

At that

deployed E3A at seven departments and agencies.
“The E3A program also serves as a platform to aggregate federal

Department and intelligence community.

agencies, protecting about 45 percent of the federal civilian gov-

And similar to CDM, Einstein has three parts, each adding to

federal agencies to implement E3A, according to the department.
departments and agencies by the end of this year.
“E3A has demonstrated its

department to spot suspicious activity and perform
more detailed studies
Einstein 2 came out in

malicious or potentially
activity in federal govern-

“Since its introduction, E3A has blocked
over 550,000 requests to access
potentially malicious websites. These
attempts are often associated with
adversaries who are already on federal
networks attempting to communicate
with their ‘home base’ and steal data
from agency networks.”
- Jeh Johnson, DHS Secretary

requests to access potenThese attempts are often
-

-

The Government
reports that the intrusion-detection capability

“In technical terms, it is an
intrusion-detection system.

these agencies.

and the Internet. As a result, they are currently monitoring more
although Johnson

that they “protect all federal civilian

-

future technologies, including those that can automatically identi-

Einstein’s Genesis

the director of the OMB to oversee federal information security

yet true protection requires a level of openness and sharing so

based approach for managing such things and to run a federal
information security incident center. That came in the form of

prehend the critical elements of information related to an area of
To attain a common level of cybersecurity data collection, anal-

it meets mandated privacy requirements. (See Page X for more
on privacy.)
According to the
sessment, the data collected under the program includes:
•

-

to help OMB implement agency information and security

op and oversee the implementation of directives regarding
the safeguarding of federal information. Johnson issued the

-

These identify a group

vulnerabilities covered by the Binding Operational Directive by

other systems, or groups.

-

•

The
compliance, according to National Law Review
update requires that federal agencies provide notice to Congress

•

This describes

Privacy Concerns
When data is involved, privacy concerns often are, too. Because

•

system meets federal regulations for privacy protections. The deaddressed this issue at the outset.

Legal Roots

-

Besides the need for better protections, several pieces of

Einstein’s Genesis
The U.S. Computer Emergency Readiness Team “has a responsibility to present a single, government-wide
focus for monitoring and evaluating risk management and assessment activities based on identified
government priorities, functions, and services,” according to the 2004 Einstein Privacy Impact Assessment.
It does this through the Einstein program.

The Federal Information Security
Management Act (FISMA) of 2002
requires federal agencies to report
on cybersecurity incidents

Einstein’s Lifelong Timeline
Homeland Security Act and the Federal
Information Security Management Act issued

2002

2003

Eight agencies participate in
Einstein

2004

Homeland Security Presidential
Directive 7 issued and the U.S. Computer
Emergency Readiness Team forms
A GovLoop Guide

Einstein 1
delivered

2006

2005

Three federal agencies
participate in Einstein

2007

DHS adopts the
program

rity information is being collected. Agencies are also required to

data that meet the criteria for anomaly detection and other
amount of data collected.

sent using a secured protocol, and access is limited on a

strictly focus only on such activities.
-

Fourth, in addition to providing information about potential

Where Einstein Stands Now
ment, Operations and Maintenance (DOMino) program. Little is
Federal News Radio

reported

-

options based on a collective and collaborative approach.
Federal Times.
of the Federal.gov domain in real time, and an aggregate
comparison of the health of the Federal.gov domain as compared to the Internet.
The document goes on to say that the information Einstein colJuly sponsored the

agencies in increments. When anomalies are found, Einstein

-

The Homeland Security Act of
2003 gives the Homeland Security
Department a major role in
coordinating incident identification
and reporting

Einstein is deployed at 15 of nearly
600 U.S. government agencies,
departments and web resources.

DHS’s National Cyber Security
Division (NCSD) leads federal
cybersecurity efforts

E3A
deployed

2008

Einstein 2
delivered

NCSD’s operational arm is US-CERT, which is a partnership
between the public and private sectors to compile and analyze
security incident information, inform agencies about threats
and vulnerabilities and consult with national security agencies
and operators of national security systems.

E3A protects 237,414 federal
personnel

2013

2008

Federal News Radio.

Expected deployment
of E3A

2014

2013

E3A protects more than 931,000 federal
personnel, or about 45 percent of the
federal civilian workforce

2016

2015

DHS awards a $1 billion contract
to maintain and improve Einstein

CDM & Einstein: The Foundations of Federal Civilian Cyberdefense
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SPOTLIGHT:
Q&A with Ann Barron-DiCamillo,
US-CERT Director
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How has Einstein evolved?
-

can be helpful for incident response teams to better pinpoint a
timeframe. In that camera scenario, Einstein 2 is going to scan
the car and send an alert to a security professional that a prohib-

designed to identify malicious cyber
activity through changes and trends

-

malicious cyberthreats.

service providers that serve multiple federal departments and
agencies. Just as a gatehouse may access a sensitive list of

Is there a mandate to use Einstein?
-

the focused operations sets that are of importance to malicious activity directed at the government.
-

disseminate information regarding threats to homeland security

sensors across the federal civilian agencies. OMB memorandum

Einstein 2 sensors.
Where does Einstein adoption stand now?

-

providers to supply the intrusion-prevention security services.
These services are augmented through the sharing of sensitive
information or government information to those service provid-

Is adoption happening fast enough?
-

called Einstein 3 Accelerated, or E3A.
How do Einstein 1, 2 and 3 differ?
Einstein I is more analogous to a camera capturing license plate

attempts at malicious activity such as distributed denial-of-ser-

complement of Einstein systems provides across the dot-gov

tion. We can insert an indicator of compromise (IOC) from one
event into Einstein, to protect other government agencies and

-

internationally.
What’s holding adoption back?

CDM & Einstein: The Foundations of Federal Civilian Cyberdefense
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-

-

Are there examples of Einstein success stories?
-

deployed a signature for that particular threat. We used Einstein
-

protect their systems through sharing best practices, the Einstein
-

agencies protected by the system.
What risks do agencies take by not adopting Einstein quickly?
Einstein provides continuous, automated monitoring and detec-

best practices, sharing threat information and trends through
analyst calls, monthly

[chief information security

both multilateral engageengagements across the

leverage all the capabilities

“As network defender, I would want to
leverage all the capabilities and tools
that are offered to me as a network
owner, especially the ones that are no
cost to me as a department or agency.”
- Ann Barron-DiCamillo, US-CERT Director

especially the ones that are
no cost to me as a department or agency.
What are some best
practices that agencies
can use as they look at
adopting Einstein?

the hub for cyberthreat
departments and agencies and their security operations centers
hardening, Continuous Diagnostics and Mitigation, application
one focal point of the cybersecurity sprint called for agencies to
identify and patch critical vulnerabilities for Internet-facing devic-

laterally.
What are your goals for Einstein?

consistent manner across departments and agencies. The focus
from the cybersecurity sprint helped align this directive from

-

across the dot gov.

critical vulnerabilities.

24
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State of Cybersecurity
As you can see, CDM and Einstein are closely related, standing
legislation and ultimately serving the same goal of increasing
protection and information sharing among federal civilian agencies,
they both rely on commercial tools and services and are both part

A GovLoop Guide

S

login information. Einstein discovered the problem after being

sur-

vey

-

In another survey

House Committee on
ment Reform

-

“Malicious actors aren’t slowing down. As
their efforts become more sophisticated,
frequent and impactful, so must ours.”

-

“Agencies are reducing
the number of privi-

- Tony Scott, Federal CIO

. “Additionally, agencies continue

then developed a signature for the particular threat, and used
federal civilian government. This same threat information is used

federal government. While it is challenging to estimate the potential impact of a prevented event, each of these malicious (Domain

The Expanding Threat Surface
mobile devices proliferate and the Internet of Things emerges

3A may conceivably have led to a cybersecurity compromise of
-

report to Congress. A

lists others:
• The

-

found that “the number of

federal government has steadily increased each year: rising from
-

of 1,121 percent.
“Furthermore, the number of reported security incidents involv-

• In April, the

•

Information Security Incidents by Category, Fiscal Year 2014
2% Unauthorized Access (1,035)

1% Improper Usage (760)
0.3% Phishing (194)

2% Investigation (1,599)

0.1% Denial of Service (85)

3% Suspicious Network Activity (2,198)
6% Social Engineering (3,967)

25% Non Cyber (16,879)
11% Malicious Code (7,413)

19% Scans/Probes/
Attempted Access (12,652)
13% Equipment (8,798)
17% Policy Violation (11,588)

Steps to Improving Cybersecurity
-

Monitoring is also problematic, he said, and needs to be more
-

As a result, the focus seems to have shifted from prevention to
incident response, but prevention continues to be a crucial part
-

in a

, is that the

1.
2. Address
crease use of multifactor authentication.
3.

for anomalies

A GovLoop Guide

-

formal request, according to The Hill.
-

that IT administrators can use their time “detecting and remediating only the most sophisticated and potentially dangerous at-

He also touts the protection of data, rather than
the protection of systems.
tion is safe regardless of

harder on protecting that
information directly and
to doing that and less to
trying to protect all of our
systems – the old perime-

Any cybersecurity legislation should contain three elements,

obstacles to its deployment across the federal government. The House has passed
plishes this by ensuring
agencies understand they
are legally permitted to
security the way we

“We cannot treat
treat everything else and the way we’ve
done historically because this problem
changes every single day. When you
have static parameters, static rules,
static guidelines, static laws, they’re
not flexible enough to be able to
adjust as the threat changes.”

purposes.
Second

-

to share cyber threat
government through the
provides protection from
civil and criminal liability
for private entities that
share threat indicators,
and protects privacy.
-

strategy and governance. To that end, Weatherford proposes a

it to use response teams to assist agencies and businesses. It
share the infrastructure and the management of that infrastruc-

tion and response.
Weatherford said.

-

Legislation could help, but it could also hinder, Weatherford said.
-

too light of a term, but some sort of incentive that mandates and
requires every federal agency to do certain things and then hold
day. When you have static parameters, static rules, static guide-

department act as “a cross-sector hub for federal and civilian
The Hill. Another

Cloudera Enterprise
The big data cybersecurity analytics platform
cloudera.com/cybersecurity

A GovLoop Guide

Industry Spotlight

CDM: Where Cybersecurity
Meets Big Data

An interview with TJ Laher, Product Marketing Manager, & Sam Heywood, Director of
Product Management, Cloudera

C

ontinuous Diagnostics and Mitigation (CDM) requires constant monitoring to ensure government IT departments

•

Once an
analysts can deploy behavior-driven advanced analytics and

-

potential threats should be investigated.
•

prehensive approach to CDM and cybersecurity at large.

-

One increasingly popular method to harness the volumes of
information leveraged for cybersecurity is to deploy big data

-

ing, and analysis of large diverse data sets across clusters of
industry standard servers.
necessity for government.

improve their cybersecurity postures.

deploying, managing, and securing the Hadoop environment so
crime. Cloudera calls this platform an enterprise data hub (EDH).

bersecurity infrastructures. This helps government easily deploy

core infrastructures they not only get to leverage leading open

community and fold them into our platform as customer needs
dictate. This creates an ever-evolving, best of breed platform

to ingest data that can be applied to cybersecurity analytics. By
tinuous monitoring, government agencies can:
•

-

can implement and maintain a future-proofed platform for

their cybersecurity needs. Whether your agency needs a cost

cybersecurity applications and use cases.

capabilities, or strengthened cybersecurity infrastructures, Ha-

CDM & Einstein: The Foundations of Federal Civilian Cyberdefense
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What’s Next for
Government Cybersecurity
Beyond CDM & Einstein?

32
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na

-

post-signature defense that relies on mathematical analysis of

data analytics to help us holistically understand and manage

us better understand the various threats and provide more

guidance on securing cloud solutions.

January, Obama proposed changes to prosecution for various

beginning to provide innovative tools for their government cushe told GovTech.

.

addressed deterrence,
told
-

-

is a structured

information sharing.
munication of events or stateful properties that are observable in

. The charges
-

-

CDM & Einstein: The Foundations of Federal Civilian Cyberdefense
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Q&A With Mark Weatherford,
Former Deputy Undersecretary for
Cybersecurity at DHS

Einstein 1 came out in 2004, then 2 in 2008. And now it’s almost
eight years later and we are just seeing Einstein 3A emerge. Why
the long delays?

The problem is that technology is changing every day. There are

Internet service providers that provide Internet services to the

-

be in the hands of the Internet service providers.
Do you think the Continuous Diagnostics and Mitigation and
Einstein programs are moving forward quickly enough?

What does the future look like for these programs in your ideal
world?
-

products out there that can identify and mitigate the threat. The

value of that is obviously in the cost, but also private industry is
-

Both systems are under fire after the OPM hacks. Do you agree
with the critics that the systems didn’t do enough?

have one customer – i.e., the government – verses as a private
-

so there are multiple tools out there that need to be deployed,
other tools to provide the appropriate level of threat and vulner-

that problem.

What are some challenges with CDM and Einstein going forward
and how can they be addressed?
means is you have great products sitting out there languishing.
-

34
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-

Conclusion
said.

-

government must be as agile as possible. That means creating
and procuring state-of-the-art technology and deploying it enterphases and iterations of each roll out, the capabilities of each

-
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